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COMMITTEE ACTION

	
Proposed Substitute Ordinance 2020-0201, creating the offense of obtaining information or disrupting video teleconferences of recovery, mental health, and behavioral health support groups without authorization, passed out of committee on March 2, 2021, with a “Do Pass” recommendation. The Ordinance was amended in committee with Amendment 1 which eliminated the proposed  criminal penalties for a violation of this section, while retaining the right of a civil cause of action for violations.  The Committee also adopted T-1, that made changes to the title reflecting the adoption of the amendment that eliminated criminal penalties for a violation of this section. 



SUBJECT

AN ORDINANCE creating the offense of obtaining information or disrupting video teleconferences of recovery, mental health, and behavioral health support groups without authorization; adding a new chapter to K.C.C. Title 12 and prescribing civil liability and criminal penalties.

SUMMARY

This Ordinance would make it unlawful for any person, to intercept, record or knowingly circumvent technological access measures or barriers to access (“hack”) a video teleconference system in order to obtain information from the individuals participating in the meeting or to interfere with the system with the intent to disrupt a recovery, mental health and behavioral health support group meeting (such as those conducted under the auspices of Alcoholic or Narcotics Anonymous) without first obtaining the consent of all the individuals engaged in the meeting.  The legislation also prescribes criminal and civil penalties for disrupting these video teleconference meetings.   The Committee first heard this legislation at its August 19, 2020 meeting




BACKGROUND 

Videotelephony, also known as video teleconferencing, comprises the technologies for the reception and transmission of audio-video signals by users at different locations for communication in real time.  It includes computers, cellular telephones or any other devices with a video display, capable of simultaneous video and audio for communication between people in real time.  Video teleconferencing is the use of the technology for two or more persons in a group or meeting with or without the use of video in addition to audio.[footnoteRef:1] [1:  Definitions from Wikipedia https://en.wikipedia.org/wiki/Videotelephony .] 


Video teleconferencing is a highly useful technology for a variety of purposes used by commercial, government and community groups to facilitate meetings and conferences. It is also a primary source of communication for those needing sign-language transmission for deaf and speech-impaired people and for those with mobility issues.[footnoteRef:2] [2:  REPORT AND ORDER AND ORDER ON RECONSIDERATION: Telecommunications Relay Services and Speech-to-Speech Services for Individuals with Hearing and Speech Disabilities, CG Docket No. 03-123, Federal Communications Commission, Washington, D.C., December 12, 2005. FCC 05-203.] 


Video teleconferencing, via telemedicine and telenursing, allows patients to contact healthcare providers in emergency or routine situations for remote consulting and diagnosis.  Behavioral health providers and support organizations also use video teleconferencing for diagnosis, treatment and therapy for patients with mental health and substance use disorder diagnoses.[footnoteRef:3]  In addition, individuals participating in recovery, mental health and behavioral health support groups, such as Alcoholics Anonymous or Narcotics Anonymous, also use this video teleconferencing technology for meetings. [3:  "TeleHealth". The Health Resources and Services Administration. April 28, 2017.] 


Federal and state law have established privacy requirements for both physical and behavioral health patients, including participants in certain types of behavioral health therapy sessions.[footnoteRef:4]  In addition, individuals participating in any private video teleconferences also have a reasonable expectation of privacy. [footnoteRef:5] [footnoteRef:6]   [4:  To address this issue, federal regulations known as "42 CFR Part 2" protect the confidentiality of physical and behavioral health treatment records of any person who has sought treatment for or been diagnosed with physical or behavioral health issue.  For the state, as noted in RCW 70.02.05, “the legislature finds that; (1) Health care information is personal and sensitive information that if improperly used or released may do significant harm to a patient's interests in privacy, health care, or other interests.”]  [5:  Participants in Alcoholics and Narcotics Anonymous have established as “The Twelfth Tradition” a requirement that all those participating in its programs accept that “anonymity is a spiritual foundation of all of our Traditions.” https://aa.org/pages/en_US/anonymity-a-vital-spiritual-principle and https://www.na.org/admin/include/spaw2/uploads/pdf/PR/2302_2018.pdf]  [6:  Client confidentiality has both legal and ethical aspects. Counselors and other mental health providers are bound by professional oath, personal ethics and legal licensure to uphold confidentiality. This means that counselors are legally restrained from disclosing information that was shared within the protected client-counselor relationship. Breaking confidentiality could result in a counselor losing his or her license, so they take issues of confidentiality very seriously.  In addition, the Health Insurance Portability and Accountability Act, also known as HIPAA, is a series of laws that protects people’s personal health information, including mental health records. Any medical health professional that violates HIPAA could face civil or possibly even criminal penalties.  Confidentiality exists in a voluntary counseling relationship, so people feel safe in sharing sensitive information and getting the help, support, tools and relief they need.  
https://inpublicsafety.com/2018/11/counseling-confidentiality-what-you-need-to-know/] 


On February 29, 2020, the Washington State Governor proclaimed that a State of Emergency exists in all counties in the State of Washington as a result of the COVID-19 pandemic. [footnoteRef:7]   In March 2020, the state and the County instituted "stay-at-home" orders to prevent the spread of COVID-19 that:  require that all persons stay home unless they need to pursue an essential activity; ban all gatherings for social, spiritual and recreational purposes; and close all businesses except defined essential businesses.[footnoteRef:8]   [7:  Proclamation of Emergency, “Significant Health Emergency Caused by Novel Coronavirus” Document Code No.: PHL-10-4-EO, March 1, 2020.]  [8:  Proclamation 20-25, by the Governor Amending Proclamation 20-05 “Stay Home-Stay Healthy” Office of the Washington State Governor, March 23, 2020.] 


The orders have resulted in a significant increase in the use of video teleconferencing by behavioral health practitioners as well as individuals participating in group therapy sessions conducted by behavior health professionals, along with use of this technology by recovery, mental health and behavioral health support groups, including but not limited to Alcoholics Anonymous or Narcotics Anonymous.[footnoteRef:9] [footnoteRef:10] [footnoteRef:11] [9:  Beauford, Moshe (March 5, 2020). "With COVID-19 Spreading, Video Conferencing is Booming". UC Today. Retrieved May 21, 2020.]  [10:  Alcoholics Anonymous, COVID-19 and Our Seventh Tradition – Noting movement to virtual meetings.  Added June 2020 https://www.aa.org/assets/en_US/en_VideoCommunicationonSupport-6-19-2020.pdf]  [11:  Narcotics Anonymous, Member Information, Virtual Meetings, https://www.na.org/?ID=virtual_meetings ] 


Computer security experts have determined that poorly configured or inadequately supervised video teleconferencing systems can permit an easy "virtual" entry by criminals (“hacking”) into video teleconferencing systems making it possible to illicitly collect data about users or disrupt meetings.[footnoteRef:12]   [12:  For example, “Zoom Caught in Cybersecurity Debate — Here's Everything ...”  thehackernews.com/2020/04/zoom-cybersecurity-hacking.html .] 


State law does contain prohibitions against intercepting, recording, or divulging private communications—primarily as related to “private communication transmitted by telephone, telegraph, radio, or other device.”[footnoteRef:13]  The state statute provides for both criminal[footnoteRef:14] and civil penalties (allowing for civil lawsuits)[footnoteRef:15] for violating these provisions.  However, the provisions do not directly identify the advances in technology represented in video teleconferencing and the potential for “hacking” video teleconference meetings (“Zoom-bombing” for example). [13:  RCW 9.73.030.]  [14:  RCW 9.73.080.]  [15:  RCW 9.73.060.] 


ANALYSIS

This Ordinance would make it unlawful for any person, to intercept, record or knowingly circumvent technological access and security measures or any other barriers to access (“hack”) a video teleconference system in order to obtain information from the individuals participating in the meeting or interfere with the system to disrupt a recovery, mental health and behavioral health support group meeting (such as those conducted under the auspices of Alcoholic or Narcotics Anonymous) without first obtaining the consent of all the individuals engaged in the meeting.  

The Ordinance defines "video teleconference system" as meaning any of the videotelephony technologies for the reception and transmission of signals for audio, video or both by users at different locations and would include computers, cellular telephones or any other devices with a video display, capable of simultaneous video and audio, or audio only, for communication between people in real time. In this Ordinance, "Video teleconferencing" also means the use of a video teleconference system for a group consisting of two or more individuals who might just be using audio and not using video.  The Ordinance establishes that “consent” by all individuals is needed to allow any interference, where consent shall be considered obtained whenever all the individuals engaged in the video teleconference meeting reasonably acknowledge that the meeting is about to be recorded or transmitted.

The Ordinance provides for two mechanisms to enforce its requirements.  First, with a criminal penalty, where a violation of this chapter is a gross misdemeanor (punishable with maximum jail sentence of 364 days and monetary fines up to $5,000).  According to the legislation, the sheriff shall enforce this chapter, through means including, but not limited to, those in K.C.C. Title 23.  In addition, the proposed Ordinance—like state law--includes a provision that would allow a person who is injured by a disruption of a teleconference meeting or theft of information by any unauthorized hacking, to file a civil cause of action (civil lawsuit) for damages. Under this legislation, an individual that proves injury would be entitled to actual damages, including mental pain and suffering endured by the individual on account of the violation, and reasonable attorneys' fees and other costs of litigation.

As noted above, state law does contain prohibitions against intercepting, recording, or divulging private communication—primarily as related to “private communication transmitted by telephone, telegraph, radio, or other device.”[footnoteRef:16]  State statute also provides for both criminal[footnoteRef:17] and civil lawsuits[footnoteRef:18] for violating these provisions.  However, the provisions do not directly recognize the scope of the advances in technology represented in video teleconferencing and the ability of persons to disrupt or otherwise interfere with these meetings.  As a result, it appears to be reasonable to provide an enforcement mechanism to protect the privacy of video teleconference meetings for recovery, mental health and behavioral health support groups from unauthorized access to participant information or to disrupt meetings. [16:  RCW 9.73.030.]  [17:  RCW 9.73.080.]  [18:  RCW 9.73.060.] 


Amendments At the Committee’s August 19, 2020 meeting, Councilmember Dembowski discussed a proposed amendment that would remove the criminal penalty sections from this legislation.  With this amendment, the potential for criminal sanctions for violators would be eliminated (along with the criminal enforcement provisions), while leaving the provisions for persons who are injured to seek civil sanctions from violators.  This amendment, if adopted, would also require a Title Amendment.  These amendments were adopted at the Committee, March 2nd meeting.

This ordinance has been reviewed by legal counsel and the prosecutor’s office.  
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