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SUBJECT

The Executive’s recommendation to buy ballot tracking and automatic signature verification equipment and software.

BACKGROUND

A. Legislative History and Guiding Principles
During the past several years the Council has engaged in active oversight of King County elections and has enacted legislation to ensure continued improvement in the conduct of elections.
 One of the Council’s major policy directives occurred in June of 2006, when the Council adopted Ordinance 15523 directing the Executive to conduct all King County elections by mail (“Vote-by-Mail”) on a date in 2007 or 2008 to be determined by the director of Records, Elections and Licensing Services (“REALS”).  

One of the conditions for moving to Vote-by-Mail was ballot tracking. Ordinance 15523 provided in part: “There shall be an electronic tracking system established for tracking ballots so that voters can, through use of the Internet, follow the movement of their ballots as they move from King County to the voter and back to King County for counting and crediting the voter for voting.”

Besides meeting one of the Council’s conditions for the transition to Vote-by-Mail, ballot tracking has the potential to increase public confidence in the election process, which is one of several key principles that the Council endorsed in Motion 12493 on April 2, 2007. The other principles were accuracy, reliability, accountability, and security. The following excerpts from Motion 12493 explain the importance of these principles in the context of buying new technology:

· Public Confidence. “Public confidence in the election process rests on voters’ firm conviction that the process is secure – that only qualified voters have voted and that the vote count is accurate and has not been tainted by either error or fraud.”
· Accuracy, Reliability, and Accountability. “The introduction of computer technology into the election process has improved elections by allowing results to be reported more quickly and by making possible new methods of verifying the accuracy of voter registration records and vote counts.”
· Security. “The use of computer technology has also created, however, a potential for new kinds of error and fraud, such as tampering with electronic voting machines, which must be guarded against.”

Another principle established by the Council is ballot secrecy, which was the subject of Motion 12542 (approved July 9, 2007). That motion established County policy “that no unique identifying numbers or marks of any kind may be placed on ballots that could allow an individual voter to be identified with a particular ballot.” Regarding the process of tabulating ballots and reporting elections results the motion also sets, as “the highest priorities of King County”, “to ensure an accurate vote count and to preserve the secrecy of individual ballots.”
B. Proposed Motion 2007-0328

The subject legislation was first discussed in the Committee of the Whole on July 9, 2007. At that time the committee indicated that it was premature to consider the automated signature verification equipment and software for a variety of reasons including the fact that the equipment was not yet on the market, prices were not known and concerns that the technology was not adequately developed.  Therefore, the balance of this report will focus only on ballot tracking and accountability, for which the Executive has proposed acquiring Pitney Bowes equipment and software, and VoteHere software. 
C. Business Case Requirement
In anticipation that the development of ballot tracking capability would be a part of the transition to Vote-by-Mail, the Executive applied for and obtained $2.7 million in federal Help America Vote Act of 2002 (“HAVA”) grant funds for equipment and software for both ballot tracking and signature verification. In August 2006 the Executive transmitted to the Council a proposed supplemental capital appropriation for authority to spend those HAVA funds. In order to have more complete information before making a decision, the Council approved the appropriation but through proviso requested an analysis of options in the form of a business case and restricted expenditure of the HAVA funds. The proviso reads:
Of the $4,771,500 appropriated for OIRM Capital Projects (Project 377190), none of the $2,700,000 for ballot tracking and processing and signature verification equipment and software shall be expended or encumbered until after the council reviews and approves by motion: (1) an Information Technology Business Case for the ballot tracking and processing and signature verification equipment and software that: (a) fully complies with the Guiding Principles and other applicable requirements set forth in the Strategic Technology Plan 2006-2008; and (b) has been reviewed and approved by the project review board; and (2) the election security plan that the council asked the executive to provide in Motion 12299, Subsection D.
 

The business case requested by the Council was transmitted on May 16, 2007. A copy is Attachment 3 to this report. The business case appears to comply with the Council’s proviso in that it has been approved by the Project Review Board and follows the template recommended by the County’s Office of Information Resource Management (“OIRM”) for information technology business cases, though the sections on cost-benefit analysis and performance measurement standards seem incomplete, as described later in this report. In Proposed Motion 2007-0328 (Attachment 1 to this report) the Executive requests approval of the business case in order to spend the HAVA funding to purchase the recommended equipment and software. 

D. King County’s Current Practice Related to Ballot Tracking/Reconciliation
In order to understand the effect of purchasing and using ballot tracking equipment and software, it is helpful to understand the current practices in elections related to ballot tracking including state-mandated ballot reconciliation. Key aspects of King County’s current practice regarding mail ballot tracking are summarized as follows:

1. Current Ballot Tracking/Reconciliation Process
Ballot tracking (for mail ballots) begins when King County Elections (“Elections”) generates an electronic file of registered voters who are eligible to receive mail ballots. Elections also generates all the ballot styles and creates an electronic file of ballot styles. Elections then sends both files to Premier Elections Solution (former Diebold) to assemble the ballot envelopes.  Steps include the printing of voters’ names and addresses on the envelopes as well as envelope bar codes, printing of ballots and the insertion of ballots, security envelopes and any other necessary materials that need to be inserted into the ballot envelope so that it is ready to mail. 

Approximately six County staff observe the mail ballot assembly process and perform quality controls measures on the process. The envelopes then go to PSI, the County’s commercial mail house vendor and a subcontractor of Premier, for sorting by zip code (plus four) to get the best postal rate. PSI then delivers the ballots to the Post Office. 

Elections uses the number of voters who are eligible to receive ballots on the file they send to Premier Elections Solution as their basis for the number of mail ballots sent out.  This is important as it is a key data point and part of the ballot reconciliation process required by state law. 
Returned ballots are first picked up from the Post Office by two King County employees and taken to PSI’s facility, sorted into legislative districts, then delivered to King County Elections. Individual mail ballot tracking continues when the envelope containing the voter’s ballot is received at King County Elections. The ballot envelope is tracked through the signature verification process and envelopes are then tracked manually in batches, not as individual mail pieces through the opening preparation and counting of the ballot.  Information regarding the processing of envelopes and ballots through this system is compiled through spreadsheets for internal use and reconciliation.  The current system does not have the ability to allow voters to use the Internet to “follow the movement of their ballots as they move from King County to the voter and back to King County for counting and crediting the voter for voting,” as required by Ordinance 15523 after the transition to Vote-by-Mail.

E. The Executive’s Concerns About Current Tracking and Reconciliation Practices
Elections staff note that the current practices for ballot tracking, ballot accountability and reconciliation place great resource demands on their organization.  All of these processes are largely manual, very labor intensive, time-consuming, vulnerable to error and inconsistency, and slow (Business Case, pp. 6-7). 
The executive’s proposal
To address the limitations of current practice, the Executive proposes, through the purchase of new equipment and software, that four data points be created which voters could check on the web to follow their ballots. New equipment and software also would significantly reduce the amount of time spent manually tracking and reconciling ballots. 

The four data points that voters would be able to check are:

1. Date their ballot was mailed.

2. Date their ballot was received by Elections.

3. Date their signature was verified.

4. Date their ballot envelope was opened and the ballot separated and ready for tabulation.

The new ballot tracking equipment would make the following changes to the ballot tracking and reconciliation processes:

1. Incoming ballots would be sorted by legislative district in-house instead of using the outside vendor PSI.

2. New equipment would take a digital picture of the voter’s signature on the outside of the ballot envelope so that it can be displayed on a computer monitor side-by-side with the voter’s signature on-file.

3. Individual envelope data would be automatically tracked rather than manually tracked.

4. Individual ballots packets would be tracked through to the opening of the ballot envelopes, instead of only through signature verification. (Business Case, pp. 7-8, 17-18)
Elections staff state that these changes are expected to improve the speed and efficiency of ballot tracking, signature verification, and ballot reconciliation, as well as provide voters with greater assurance that their ballots have been received and counted.
In order to effect these changes, the Executive proposes purchasing equipment and software from Pitney Bowes and software from VoteHere. The VoteHere portion of the proposal would aggregate data from various tracking points and make that data available, as appropriate, to Elections staff for more efficient and accurate reconciliation and, via the Internet, to voters. 
ISSUES

The Executive’s business case follows the Council’s legislative direction for “an electronic tracking system”. However, Council staff has identified the following issues.
A. Elections Staff Workload and Significant Changes
Currently, elections staff are planning, in a Presidential election year, to (1) move into a new facility, (2) move to Vote-by-Mail, (3) implement new equipment and software for ballot tracking, (4) implement new ballot tabulation equipment and software The Citizens’ Election Oversight Committee (CEOC) in their report to the Council expressed concern that this is an overly ambitious program.  In addition, the Council’s expert and peer review reports recommended waiting to acquire such equipment until after the 2008 elections. 
While Elections staff shares the concern about the amount of change being undertaken, they believe that the Executive’s proposal is the best, safest way to move forward with all-mail elections. In their experience, it is the 400 plus poll operations and the older tabulation equipment that pose the greatest vulnerabilities to the elections process. The CEOC also has concerns about the vulnerabilities of the poll sites. The recruitment of poll workers continues to be a challenge.
B. Cost-Benefit Analysis
Section 1.7.5 of the business case (pp. 13-14) is entitled “Cost benefit analysis,” but it contains no quantitative analysis to support its conclusions that (1) “this automated process will mitigate rising costs associated with ballot packet tracking and accountability” and (2) “[a]utomating the current system for vote-by-mail elections will mitigate against rising costs associated with the current labor intensive manual process including staffing, space requirements, equipment and related expenses.” Typically costs and benefits are quantified.
C. Performance Measurement
The previous staff report on this subject raised the concern that baseline information was lacking in order to measure the success of the ballot tracking project. 

In response to a question from Council staff, Elections has provided some baseline data on the side-by-side comparison of signatures on a computer screen as opposed to looking from the envelope to the screen.  Elections has established the goal in 2007 and 2008 of having less than 50 errors per million signatures.  This follows on their work using six sigma standards.
Schedule/Critical Path
Elections has reached a critical point in that decisions need to be made if ballot tracking is going to be implemented for 2008.  As the Council knows, it is not just the ballot tracking project that Elections is undertaking, but numerous other projects. In combination, Elections management and the schedules have virtually no wiggle room. 

In the view of staff, it is necessary for the Council and the Executive to move forward collaboratively if the changes are to be implemented in a well considered manner for the 2008 elections.  The Council of course always has the option of delaying the implementation of decisions until after the 2008 elections should it be deemed the best course.
D. Justification of the $2.7 million appropriation request
The cost of the purchases that the Executive is recommending appears to be as follows:

	Products & Services
	Capital 
Cost
	Annual Operating Cost
	Totals

	Pitney-Bowes Solution
	$1,319,167
	$262,000
	$1,581,167

	VoteHere
	$300,000

	$45,000
	$345,000

	Totals
	$1,619,167
	$307,000
	$1,926,167


The Executive’s proposal would leave almost $800,000 of HAVA for expenditure on a variety of categories but without specific amounts tied to each category.  Elections has identified the following uses for the remaining funds:

1. Development of a detailed implementation plan;

2. Project management;
3. Equipment maintenance;
4. Purchase of peripheral equipment necessary for implementation of the solution.
OPTIONS

Staff has identified the following options for Council consideration. While some options are mutually exclusive others are identified which may be combined.
Option 1: Approve the Executive’s proposal as transmitted.

The benefits of this option are that it:

1. Allows the Executive to move forward with implementation of a Council mandate to track ballots;

2. Automates labor-intensive election processes and avoids potential delays in the transition to all-mail elections;
3. Brings the sorting process in-house for greater ballot security.

The risks of this option are that it would:

1. Leaves costs/benefits not quantified;

2. Fails to systematically establish baseline information for performance measurement; and
3. Leaves the Executive with an appropriation authority of nearly $800,000 with only a general plan for expenditures on project related costs as identified above.
Option 2: Approve Purchase of the Pitney Bowes Solution.

Under this option, the Council would approve the Executive’s proposal to purchase equipment to meet a significant portion of the ballot tracking and reconciliation process but there would still need to be a software solution (with the functionality of VoteHere) to complete automation of the ballot tracking and reconciliation process and to make information available for voters via the Internet.

The benefits of this option are: 
1. Automates the highly labor-intensive processes of ballot tracking (without the fourth data point);

2. Partially automates the highly labor-intensive process of ballot reconciliation;
3. Brings the sorting process in-house for greater ballot security.

The risks of this option are: 
1. Quantifying the costs and benefits of the investment will not be possible;

2. Quantifying performance will not be possible;

3. Track point #4 will not be available to the voters.

Option 3: Approve the VoteHere Software Solution.

The benefits of this option are:

1. Purchasing an off-the-shelf software solution which is preferred by County technology policy;

2. Requiring the vendor to provide upgrades when one of the three systems it integrates with does an upgrade. 

The risks of this option are: 
1. Paying more for a solution than it might cost to develop a solution through use of an outside contractor.  The Council’s expert report by Lazarus Associates states that a similar solution could be developed by a consultant for $25,000 at the most.).
2. Undertaking a new project that would need to go through the technology governance process.
3. Making the County responsible for maintenance and contracting/developing for upgrades when necessary.
Option 4: Approve the Development of a Software Solution with the Functionality of VoteHere

Elections agrees that such a solution could be developed instead of purchasing the VoteHere solution (per the Council’s expert consultant report).  Elections suggests that, the consultants recommendation falls short of an application to gather data from DIMs and the Pitney Bowes system that is necessary to automate the reconciliation process. Further, Elections sees no evidence that a development project will actually save the County money.
The benefit of this option is the potential to save the County a significant amount of money (approximately $275,000 according to the expert report).

The risk of this option is that the County must assume the responsibility of maintaining the software solution and contracting for or developing upgrades.
Option 5: Require that the Remaining $800,000 in Appropriation Authority Only be Spent on the Ballot Tracking and Accountability Project, and that the Executive Provide a Report to Council on the Amounts and Purposes of any Expenditures within 30 Days of the Expenditure Encumbrance.

Under any decision that allows the Executive to move forward with ballot tracking this seems like a prudent action to take. Specific activities that would be allowed include:
1. Development of a detailed implementation plan;

2. Project management;
3. Equipment maintenance;
4. Purchase of peripheral equipment necessary for implementation of the solution.
Option 6: Approve Options 2 and 5 Plus Either Option 3 or 4.
If the Council wants to automate as many labor-intensive processes as possible while assuring accuracy in ballot tracking and reconciliation, some combination of options 2 and 5 plus either option 3 or 4 is necessary. Executive staff state that they support options 2 and 5 plus option 3 (approximately $2 million in funding) in order to move forward. Selecting option 4 instead of three could provide a less expensive overall solution but is not supported by the Executive.
Option 7: Do Not Approve the Executive’s Proposal.

This option would:

1. Maintain the status quo regarding the manual processes for ballot tracking, security and reconciliation.

2. Delay web access for voters to track their ballots.
Next Steps

If the Council wishes to move forward, staff needs direction to draft amendment(s) to the proposed motion as well amendments to the underlying budget proviso. The Council’s attorney advises that the proviso motion can be amended to state the Council’s intent regarding the expenditure of approximately $2.8 million in funds. He also advises that while it is helpful from a legislative intent perspective to amend the subject motion, it will not effect the release of funds until the budget proviso is amended. When the Council provides policy direction, staff will implement Council direction through appropriate legislation to the motion and budget proviso.
INVITED

1. Sherril Huff, Director, REALS, DES

2. Bill Huennekens, Vote-by-Mail Transition Project Manager, REALS, DES

3. Laird Hail, Technical Services Manager, REALS, DES
4. Garth Fell, Program Manager for Ballot Processing and Delivery, REALS, DES
ATTACHMENTS

1. Proposed Motion 2007-0328
2. Transmittal letter

3. Ballot Tracking and Automatic Signature Verification Business Case 
� See Ordinances 15333, 15453, 15519, 15523, 15524, 15560, 15623, 15627, 15652 and Motions 12285, 12299, 12307, 12334, 12493 and 12542.


� Ordinance 15623, Proviso P13.


� A detailed account is provided in Exhibit 2 to the Executive’s business case, which is Attachment 3 to this report, especially pages 5-7.


� VoteHere’s proposed price for King County of $300,000 is for the newest version of VoteHere’s software.
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