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Metropolitan King County Council
Government Accountability and Oversight Committee

STAFF REPORT

	Agenda Item:
	8
	Name:
	Lise Kaye

	Proposed No.:
	2017-0191
	Date:
	June 13, 2017



SUBJECT

A MOTION approving the report relating to the strategic plan for airport security, as required under the 2017-2018 Biennial Budget Ordinance, Ordinance 18409, Section 108, Proviso P1.

BACKGROUND

King County International Airport is owned by King County and managed by the Aviation Division of the King County Department of Transportation. Located approximately four miles south of downtown Seattle and five miles north of SeaTac Airport, it is one of the busiest general aviation airports in the country—used by aircraft of all sizes and types, and filling a wide range of commercial and recreational needs. A 2013 Economic Impact Study found that KCIA generates over $76 million annually in state and local taxes.[footnoteRef:1]  In addition the Study found that more than 5,200 people are directly employed at KCIA for approximately 150 tenant businesses and indirectly supports more than 16,300 jobs.   [1:  http://www.kingcounty.gov/transportation/kcdot/~/media/transportation/kcdot/Airport/13_KCIA_economic_impact_study.pdf ] 


KCIA’s adopted 2017-2018 biennial budget is approximately $34 million, with estimated revenues of approximately $42 million.[footnoteRef:2]  KCIA does not rely on the General Fund. With the exception of capital grants from the Federal Aviation Administration (FAA), it is self-supporting.  Revenues come from ground and building leases, fuel and landing fees, and grants from the FAA. [2:  Ordinance 18409] 


The County Council included the following proviso in the adopted budget[footnoteRef:3] [3:  Ordinance 18409, Section 108, Proviso 1] 


Of this appropriation, $400,000 shall not be expended or encumbered until the executive transmits: (1) a report relating to a strategic plan for airport security, and if determined necessary, an oral report in executive session to the government accountability and oversight committee, or its successor, on the elements of the strategic plan that affect national security under RCW 42.30.110(1)(a); and (2) a motion that approves the report, and the motion is passed by the council.  

The report shall include, but not be limited to, the findings, recommendations, implementation plan and funding plan within the strategic plan for airport security, and comments on the draft and final strategic plan provided by airport stakeholders….

The executive must file the report and motion required by this proviso by May 1, 2017….

ANALYSIS

The executive transmitted to the Council on April 24, 2017 a King County International Airport Security Strategic Plan dated April 2017 (“the report”).  The report provides a situation assessment of the environment, existing security procedures and conditions, financial investment, accomplishments and challenges and opportunities. It also sets forth a strategic focus as well as goals and objectives for the airport’s security needs.  The plan identifies the airport’s security mission as follows:

“Provide the highest levels of security and safety to ensure the best interests of our tenants, employees, and community are met using innovating security measures.  King County International Airport will foster an environment of mutual and share responsibility for all assets and stakeholders.”

Findings.  Table 1 below shows report’s findings from a “Strengths, Weaknesses, Opportunities and Threats (SWOT) analysis conducted through a security working group representing a sampling of stakeholders at the Airport including cargo, corporate, manufacturing, and general aviation.

Table 1.  Strengths, Weaknesses, Opportunities and Threats (SWOT) Analysis
	Strengths
	Weaknesses
	Opportunities
	Threats

	Strong stakeholder community culture
	Multiple security systems, limited connectivity
	Upgrade to new access control system
	Aging physical infrastructure

	Many tenants on the airfield have strong security cultures and
internal plan
	Manual updates of security systems
	Upgrading physical perimeter standards through retrofitting
	Lack of regulatory guidance

	Strong working relationships and
security buy-in from stakeholders
	Multiple access points/gates on the Airport
	Airport redevelopment provides an organic opportunity to upgrade security
	Geographical location, proximity to urban environment

	Airport and County commitment to improving security
	Physical perimeter of varying standards on Airport
	Additional airport capacity - Safety and
Security section
	Managing cost

	
	Fiber and power connectivity around airport
	
	Resistance to process change


The report identifies the working group members as follows:

· Cargo: UPS
· Manufacturing, Military, Flight Test: Boeing Company
· Corporate Aviation: Mente, Vulcan and Charles Air
· Light General Aviation: Galvin Flying
· Fixed Based Operators: Signature Flight, Clay Lacy Aviation, Kenmore Aero
· King County Sheriff’s Office: Aircraft Rescue and Firefighting
· Museum of Flight
· King County International Airport: Airport Director, Airport Deputy Director Airport
· Operations and Compliance, Safety and Security Program Manager, Airport Maintenance Supervisor, Business and Marketing Development Manager

Recommendations.  The report identifies three key strategic security issues:

· Converged security approach-physical, IT and operational security
· Integrated security systems providing real-time situational awareness
· Airport Security processes and procedures directly integrated with stakeholders
 
It goes on to establish three goals with associated objectives and target dates as shown in Table 2 below.

Table 2:  KCIA Security Strategic Plan Goals and Objectives
	Goal 1:  Physical perimeter security
	Goal 2:  Perimeter intrusion Detection System (PIDS)
	Goal 3:  Update security processes and procedures

	a. Replace fences and gates to meet current security standards
b. Include new fence and gate standard in all Airport development
c. Minimize access control points
d. Physical perimeter visibility
e. Positive Identification of vehicles operating on Airport
	a. Allows for immediate updates to the access control system including shutting down gates or badge revocation
b. Connectivity of multiple security systems - door alarms, fire alarms
c. Positive identification of airport vehicles
d. Airport camera systems
	a. Collaboration with Airport tenants to implement process and procedural changes
b. Airport standards reflecting updated security regulations and guidelines

	Objective: Construction of phase 1 - fence and gate replacement project (Q3 2017)
	Objective: Identify fiber optic needs including future for system connectivity through KCIA PIDS business analysis (Q2 - Q3 2017)
	Objective: Introduce "Challenge" Program (2018)

	Objective: Design of phase 2 - fence and gate replacement project (Q1 2018) 
	Objective: Procure new access control system including hardware (Q3 2017)
	Objective: 100% badge holder security awareness training (2018 - 2020)

	Objective: Security lighting design and construction (2018 - 2021)
	Objective: Complete re-badge in access control system (2018 - 2020)
	Objective: Revise Airport Minimum Standards document with increased emphasis on security standards (2018 - 2020)



	Goal 1:  Physical perimeter security
	Goal 2:  Perimeter intrusion Detection System (PIDS)
	Goal 3:  Update security processes and procedures

	Objective: Design and implement vehicle badging/decal system (2018)
	Objective: Transition airport card readers to dual authentication systems (2018 - 2020)
	Objective: Revise lease agreements with updated security standards (2019)

	Objective: Airport key and key control assessment (2018)
	Objective: Eliminate pin code only access by 2021
	Objective: Create program for tenants to identify compliance with security standards for physical, IT, and operational security defined by airport (2018-2020)

	Objective: Reduce access control points by 25% (2017 - 2021)
	Objective: Assessment of need for airport camera systems (2018)
	Objective: Airport badge return/retrieval rate of 85% by 2020



Implementation Plan.  In addition to the target dates in the goals and objectives section, the report’s “2017-2021 Action Plan” identifies three next steps:

· Dynamic document review: update and revision
· Perimeter Intrusion Detection concept approval
· Security budget development 2019/2020

Funding Plan.  The report identifies two security projects included in the 2017-2018 biennial budget:  Physical Perimeter Security Upgrade: $2,085,485; and Perimeter Intrusion Detection System: $1,651,526.  It notes that potential additional capital investments will be included in future budget requests based on identified strategic goals and that Executive staff will seek grant funding for security related projects as prioritized in the strategic plan.

Comments on the draft and final strategic plan provided by airport stakeholders.  The report’s Appendix includes meeting summaries from the Airport Security Working Group.  The group met six times (including one “email meeting” on December 9, 2016) and March 30, 2017.  The group provided input on objectives vision, priorities and policy during the December 9, 2016 meeting, and notes from the March 30, 2017 meeting indicate support for vision, mission, objectives, goals and next steps.

The report as transmitted meets the minimum requirements of Council’s budget proviso. Approval of proposed Motion 2017-0191 would accept the report and release the $400,000 expenditure restriction.  

Several areas of the report provide relatively brief responses.  Members of the Committee may be interested in additional detail at subsequent meetings, such as:

· Areas of particular interest and/or concern to airport tenants and other stakeholders

· Options for more aggressive implementation of some objectives, particularly those that don’t require new technology, for example
· target for reduced access control points – current target 25% reduction by 2021;
· airport badge return retrieval rate – current target 85% rate by 2020; 
· revised airport minimum standards, with increased emphasis on security standards – current target 2020).

· Options for securing fiber and power infrastructure and operations throughout the airport 

· Feasibility analysis for full funding of the identified objectives 

INVITED
Randy Berg, Director, King County International Airport

ATTACHMENTS

1.  Proposed Motion 2017-0191 (and attachments)
2.  Transmittal Letter
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