[image: KClogo_v_b_m2]

Metropolitan King County Council
Government Accountability and Oversight Committee

[bookmark: _GoBack]REVISED STAFF REPORT

	Agenda Item:
	6
	Name:
	Katherine Cortes

	Proposed No.:
	2015-0361
	Date:
	April 12, 2015



COMMITTEE ACTION

	
Proposed Substitute Motion 2015-0361.2 to approve a five-year Technology Strategic Plan for the Department of Elections passed out of committee on April 12, 2016 with a “Do Pass” recommendation. The motion was amended in committee with Amendment 1 to replace the transmitted plan with a revised version addressing issues identified by the committee.




SUBJECT

Motion 2015-0361 would approve a five-year Technology Strategic Plan for the Department of Elections which articulates a framework for specific technology investments to ensure the secure, effective and efficient administration of elections and to achieve public engagement goals for the department.

SUMMARY

The Department of Elections (Elections) transmitted a five-year Technology Strategic Plan in response to a proviso in the 2015-2016 adopted budget.  Staff briefed the GAO Committee on this plan on October 13, 2015 and November 10, 2015.  Staff identified a number of topics on which further investigation or explanation from Elections could be warranted, and the Committee directed staff to work with Elections to revise the Technology Strategic Plan to address these topics.  Elections has provided a new version of the Plan which reflects staff discussion and additional information from Elections.  Amendment 1 for Committee consideration today would replace Attachment A to the proposed motion, substituting the new, revised version of the report for the transmitted version.  This is the Committee's third briefing on this motion.

BACKGROUND 

During the 2015-2016 budget process, Elections requested, and the Council approved, $468,000 in capital funding to implement a new Elections Management System, one of the two largest and most critical technology systems supporting the department’s functions.  (The Elections Management System holds voter registration and voter history information, as well as information regarding candidates, election measures, and election results.)  During the budget process, Elections indicated that the Department would likely  implement additional technology projects, including the replacement of the Ballot Tabulation System (the other most critical elections technology system), over the next five years. 

To ensure that Council received timely information as to the framework for and timing of Elections’ technology decisions going forward, the 2015-2016 adopted budget for King County included the following proviso:[footnoteRef:1] [1:  Ordinance 17941, Section 34, Proviso 1] 


Of this appropriation, $500,000 shall not be expended or encumbered until the director of elections transmits a five-year strategic technology plan for the department of elections and a motion that approves the plan and the motion is passed by the council.   The motion shall reference the subject matter, the proviso's ordinance, ordinance section and proviso number in both the title and body of the motion.

The plan shall include, but not be limited to, a description of anticipated major system replacements, as well as new technology projects for 2015 through 2019, with the following elements specified for each proposed project:

A.  Business purpose and functions of system or project;
B.  Anticipated cost, including staff and other resource commitments needed;
C.  Anticipated business benefits;
D.  Overall schedule and implementation target date; and
E.  Ongoing operating costs, compared with current, and staffing requirements.

The director of elections must file the plan and motion required by this proviso by September 1, 2015, in the form of a paper original and an electronic copy with the clerk of the council, who shall retain the original and provide an electronic copy to all councilmembers, the council chief of staff, the policy staff director and the lead staff for the committee of the whole or its successor and the citizens' elections oversight committee.

Elections transmitted a report entitled King County Elections Strategic Technology Plan 2014-2018, responding to this proviso, to meet the September 1 deadline.  

Council staff briefed the GAO Committee on the Plan on October 13, 2015 and November 10, 2015.  Staff identified a technical issue with the time period covered in the report, and identified eight topics which could warrant further investigation or explanation from Elections.  Those topics were as follows:

1) Online Voting 
How should Elections approach the issue of online voting expansion?

2) Funding 
What funding resources are needed, available and anticipated to support strategic technology choices for King County Elections?

3) Technology Governance  
When must key Elections technology decisions be made in the next five years, and how can governance of these decisions best be informed by County leadership?

4) System Security 
How is Elections ensuring the security of elections systems and results?

5) Technology Planning Risks 
How is Elections addressing risk due to limited number of certified elections technology systems?

6) Language Diversity 
How will Elections use technology to respond to language diversity?

7) System Consolidation 
Should Elections anticipate state or national systems consolidation, and how should they prepare for this within their technology strategies?

8) Virtual Server (the Cloud) 
How will the virtual server (cloud) environment impact the security of voter registration?

At the November 10, 2015 GAO Committee meeting, the Committee directed staff to work with Elections to revise the Technology Strategic Plan to address these topics.  Elections has provided a new version of the Plan (King County Elections Strategic Technology Plan 2015 – 2019, dated April 12, 2016) which reflects staff discussion and provides additional information from Elections.

SUMMARY OF REVISED PLAN

The revised proviso report:

· identifies a vision for Elections’ use of technology; 
· describes the industry environment (including federal and state regulations and support); 
· summarizes the financial outlook and proposed governance for framing Elections’ technology choices; and 
· describes major anticipated technology projects and investments over approximately the next five years within the framework of three key goals:

· Maintain Secure and Stable Systems and Infrastructure
· Improve Access and Customer Satisfaction, and
· Collaborate on Innovative Solutions and Services.  

Key technology projects covered in the report range from the ongoing Elections Management System and upcoming Ballot Tabulation System replacements, to online ballot marking expansion and Accessible Voting Center technology enhancements, to new language and online tool and application development.

The table below provides a brief description, as outlined in the report, of each technology initiative.  

	Item/Project 
	Anticipated business benefits 
	Anticipated Cost 
	Timeline

	GOAL 1: Maintain Secure and Stable Systems and Infrastructure 

	Election Management System Replacement
	Lower operating cost; reduced need for workarounds and side systems; alignment with other WA counties for increase in efficiencies.
	Implementation cost:  $285,000 and a temporary project manager- covered in 2015-2016 budget.  Ongoing operating cost: net decrease of approximately $59,000 per biennium.
	New system “go live” date: 12/7/15 (completed as planned).  Final acceptance/sunset of old system: 5/31/16.

	Tabulation System Replacement
	End of lifespan; responsible planning for replacement system; increasing bandwidth 
	$1.5 – 2.0 million acquisition cost.  Ongoing operating cost: There will be incremental costs associated with licensing fees and staff time for support and maintenance (25% - IT System Specialist, 10% Desktop Support Specialist, and 10% Admin Staff time).
	· Initial research – 2015
· Results from Request for Information – February 2016
· Summer/Fall, 2016 – 2017-18 budget request
· Tentative Implementation – 2017 (contingent on funding and system availability)  

	Accessible Voting Center Technology Enhancements
	Sustained accessible voting opportunities as required by law; improved and updated user and administrator interface.   





	Initial testing hardware costs coming from Operating Funds.
	Potential 2017-18 budget request – options within and separate from Tabulation System Replacement TBD

	GOAL 2: Improve Access and Customer Service 

	Online Service Enhancements
· Candidate filing/voters’ pamphlet submissions
· Provisional ballots
· Ballot return statistics
· Election results resource center
· “My Voter Profile”
· Additional webcams
	Increase voter access to available elections data, streamlining elections web applications to central points of contact and accessibility.
	Incremental staff costs for existing Application Developer (0.75 FTE), incidental Admin Staff time.
	Application development work is ongoing from 2015 through 2017; maintenance is ongoing.   

	Website redesign
	Increased mobility, more user friendly interface; easier to find information leading to less need for voters to call Elections; providing access in multiple languages (English, Chinese, Vietnamese, and future Korean and Spanish).
	Project cost: $143,000 plus contract web developer (cost TBD).   Ongoing incremental Web Master staff costs (0.5 FTE).
	Scheduled for completion 12/2015; maintenance and continuing development is ongoing.

	GOAL 3: Collaborate on Innovative Solutions and Services 

	Automated Signature Verification (ASV)
	Increased processing speed; increased election night results; lower costs by reducing dependence on use of short-term temporary workers
	Current annual cost - $2,875 for 10,000 to 25,000 signatures (in test mode currently).
	Dependent on legislative changes; next opportunity for research in 2017.

	Online Ballot Marking Program
	Sustaining opportunities for overseas and service voters; possible expansion of online ballot delivery to all voters
	Current operating costs are funded by federal grant (set to expire 12/31/2018).  Ongoing operating cost is $25,000/yr – to be part of the 2019/2020 budget.
	Current system development/ maintenance 

	Enterprise Solutions:
· SharePoint
· Lync (Call Center Solution)
· Customer Response Management (CRM)
· Cloud
· Mobile Data Management

	Leverage existing enterprise solutions for internal collaboration, Call Center management, Data Access, and Mobile empowerment.
	The biennium central costs for Enterprise Solutions is $1,311,220 for 2015/2016
	SharePoint development is ongoing; Lync is dependent on KCIT service solution.  Limited rollout of CRM scheduled by year end 2015.



ANALYSIS

Issues Previously Identified by the GAO Committee

The transmitted report is Elections’ first effort at establishing and documenting a multi-year technology framework.  The revised version addresses the eight topics identified by the GAO Committee, but some issues may warrant further scrutiny as the environment evolves and specific choices emerge.  The eight addressed topics are described below, followed by three issues for further consideration.  

1) Online Voting: How should Elections approach the issue of online voting expansion?

The revised Plan clarifies the basis on which this issue is raised – requests and inquiries from voters and stakeholders interested in options for increased access and engagement or increasing the speed of tabulation – while also being clear that statutory and logistical barriers preclude even potential implementation at this time.  (According to Elections, current federal and state regulations prohibit the online tabulation of ballots, and industry analysis suggests systems have not emerged that have the capacity and reliability to enable secure online voting on a large scale.) The Plan reflects review of current national literature on this topic and the intent to monitor and respond to further information and opportunities, without declaring an intent to pursue online voting in the current context.

2) Funding: What funding resources are needed, available and anticipated to support strategic technology choices for King County Elections?

Recognizing the constraints on the General Fund, from which Elections receives approximately half of its revenue, Elections has included only what the Department perceives to be the most critical needs within its plan.  Elections directly anticipates a need for approximately $2.25 million in new capital investments over the five-year span of the Technology Strategic Plan, including approximately $2 million in the 2017-18 biennium for replacement of the tabulation system.  While Elections expects to manage other technology needs (such as website enhancements and standard hardware replacements) within its operating budget, this could prove challenging given a target 2017-2018 budget reduction of $800,000 identified by the Office of Performance, Strategy and Budget and service expansion mandates including language access and dropbox locations.

3) Technology Governance: When must key Elections technology decisions be made in the next five years, and how can governance of these decisions best be informed by County leadership?

The revised plan describes a governance structure for consultation broadly and to provide guidance on specific project decisions that is inclusive of stakeholders outside of the department, including King County InformationTechnology and the Council.  It also provides more detailed timeline data linked to specific technology projects and overarching strategic goals for Elections’ technology.  However, the Plan does not provide an overall timeline that describes these decisions in terms of the four-year elections cycle or specifies target dates for reporting to and seeking Council involvement.

4) System Security: How is Elections ensuring the security of elections systems and results?

The revised Strategic Technology Plan describes the current processes deployed by Elections to support system stability, privacy and integrity, including post-election (pre-certification) election audits and daily back-ups of vote tallies calibrated to promote maximum efficiency during elections.  However, some questions remain around this critical topic. The Plan cites longstanding current processes to establish physical security, such as dual signature logs. The Citizens’ Elections Oversight Committee noted some irregularities in the implementation of the signature protocols in 2014, and it is unclear how Elections has modified or re-affirmed the processes to address these historical lapses. Further, Elections offers little analysis as to whether these protocols, as prescribed in part by state law and in part by departmental guidelines, are industry best practices. Elections staff added helpful material and citations of research in the revised Plan, and have expressed receptiveness to further addressing these concerns at appropriate junctures in making specific technology project decisions, and as directed by County leadership.

5) Technology Planning Risks: How is Elections addressing risk due to the limited number of certified elections technology systems?

The revised plan acknowledges this set of risks and constraints as critical, especially in the context of the anticipated replacement of the ballot tabulation system. Elections reports that it is simultaneously proceeding with a best-available product search among systems awaiting certification, monitoring progress toward federal and state certification of new systems, and designing mitigation strategies to keep the current, end-of-life system operational if certification of a new system is not in place by the proposed deployment date for the replacement ballot tabulation system. This risk set should be further explored in budget decisions and information technology oversight for that project.

6) Language Diversity: How will Elections use technology to respond to language diversity?

The revised plan elaborates upon Elections’ intent to tailor outreach by leveraging Geographic Information Systems and to pilot new field options for voter registration to serve Limited English Proficiency communities (among other groups).  While this information addresses the narrow question of meeting mandated language and outreach directives (i.e. from Ordinance 18086), a broader investigation of issues related to outreach and access is contemplated in the section below on additional issues for future consideration.

7) System Consolidation: Should Elections anticipate state or national systems consolidation, and how should they prepare for this within their technology strategies?

The revised Plan discusses state and federal consolidation and alignment initiatives in a section on External Drivers.  Essentially, the Plan states that there is little decision or clarity of timeline for these initiatives and that Elections must replace key systems at the end of their lifespans to meet internal County need, while continuing to monitor and participate in the larger government initiatives.

8) Virtual Server (the Cloud): How will the virtual server (cloud) environment impact the security of voter registration?

The revised Plan clarifies Elections’ intent to explore using the cloud for voter registration (in four years, concurrent with a hardware refresh) and for informational purposes, but to appropriately keep tabulation operations in a physical private network.

Additional Issues for Future Consideration

The revised draft of  the Technology Strategic Plan also includes some new material which illuminates at least three additional policy strategies and potential decisions on which Council may wish to engage.   These topics are described below.

1. Accessible voting technology options
Elections is considering two technology pathways to support accessible voting[footnoteRef:2]: procuring new accessible voting units (offering high-contrast screens, audio components, etc) as part of the planned tabulation system replacement, or deploying other (mobile) accessible voting solutions, such as tablets, in the field.  These investments could be alternatives or could be implemented in tandem.  Further research and analysis by Elections may be needed to inform decisions on the preferred pathway or blend of pathways, including: [2:  Voting options for individuals with barriers to using traditional voting materials, such as the visually impaired or those physically unable to fill out a paper ballot.] 


· likely costs, 
· stakeholder input/preferences, 
· timing, 
· how the two pathways would address concerns (such as those raised by the Secretary of State in their 2015 review of King County Elections) regarding accessible voting center configuration and privacy, and 
· how votes cast on accessible voting units or mobile solutions are integrated into and verifiable in the tabulation process.

Such information and discussion could likely be integrated into budget and policy analysis for decision-making on the tabulation system replacement, anticipated in the 2017-2018 budget.

2. Quality assurance (e.g., post-election audits) and performance indicators
The revised Strategic Technology Plan describes the current process deployed by Elections to audit the tabulation process: selecting six batches of ballots (approximately 150-300 ballots per batch) in any election to hand-count and compare to automated results to ensure ballots are being properly counted.  This process is prescribed (and limited) by RCW 29A.60.185.[footnoteRef:3]  To the extent that this is a primary mechanism to ensure the integrity of the vote, in conjunction with the equipment-supported processes to ensure perfect reconciliation of ballots and security measures that mitigate any risk of ballot tampering, it could be in the interests of the Council for Elections to analyze and regularly report on the robustness or adequacy of the post-election audit scope (for example, compared with other jurisdictions), its outcomes, and any proposed strategies to further bolster the public’s confidence in vote integrity through enhancements to quality assurance processes or reporting of performance indicators. [3:  “Prior to certification of the election as required by RCW 29A.60.190, the county auditor shall conduct an audit of results of votes cast on the direct recording electronic voting devices used in the county. This audit must be conducted by randomly selecting by lot up to four percent of the direct recording electronic voting devices or one direct recording electronic voting device, whichever is greater, and, for each device, comparing the results recorded electronically with the results recorded on paper. For purposes of this audit, the results recorded on paper must be tabulated as follows: On one-fourth of the devices selected for audit, the paper records must be tabulated manually; on the remaining devices, the paper records may be tabulated by a mechanical device determined by the secretary of state to be capable of accurately reading the votes cast and printed thereon and qualified for use in the state under applicable state and federal laws. Three races or issues, randomly selected by lot, must be audited on each device. This audit procedure must be subject to observation by political party representatives if representatives have been appointed and are present at the time of the audit.”] 


3. Voter engagement strategies and supports
The revised plan elaborates on Elections’ intent to increase access and education to engage the electorate, including tailoring outreach by leveraging Geographic Information Systems, developing new online tools and applications to provide information and services, and leveraging technology to serve Limited English Proficiency and other under-represented communities (including meeting new mandates for outreach and voting materials in additional languages, as directed by Council in Ordinance 18086).  Relevant technology decisions may include the level of investment in online tool and web development, as well as deployment of mobile devices to register voters in the field (a strategy which Elections reports that it is currently piloting).  These items may be considered for further funding in the 2017-2018 budget, or in a future budget appropriation.  

AMENDMENT

The revised version of the Strategic Technology Plan submitted by Elections following staff discussions addresses the issues identified in GAO Committee briefings in October and November 2015.  Amendment 1 would substitute the revised plan as Attachment A for the plan originally transmitted as Attachment A to Proposed Motion 2015-0361.
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