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. Unique Identity Principle - Every object which
accesses County data, applications, or infrastructure shall
be uniquely identifiable

. The Platform & Application Independence
Principle - IAM should provide the ability manage
identities and access to County resources with tools and
processes that are consistent across applications and
platforms

. The Accountability Principle - All processes in the
Identity & Access Management (IAM) framework should
have a single assigned KC organizational entity that is
accountable for that activity

. The Industry Standards-Based Principle - The
County should base its Identity & Access Management
approach on industry standards and best practices
whenever possible

. The Integrated Activities and Technologies
Principle - The County should view the activities and
technologies it uses to manage identities and access as a
single, integrated solution

. The Automated Methods Principle - The County
should employ automated methods for systems management
activities wherever possible.




King County, Washington

Strategic Technology Plan 2013 – 2015
2015 Updates

April 2015

Table of Contents
12015 Strategic Technology Plan Update


1King County’s Strategic Technology Plan


1Measuring Progress


2Overall Results


3Strategic Technology Indicators Chart


4Results by Technology Objective


4eGovernment


4Mobility


4Technology Modernization


5Added New Strategy:  Criminal Justice Case Management Data Sharing


6Increasing focus on existing modernization strategy F: “Data Integration, Analytics, and Intelligence


6Increasing focus on existing modernization strategy Q:  Identity management


7IT Service Improvements (Maturity)


7Added new Strategy:  Employee Innovation


8Appendix A – King County Strategic Technology Enterprise Plan–Updated April 2014


9Appendix B – 2014 Strategic Technology Indicators by Objective


26Appendix C – Table of Acronyms




2015 Strategic Technology Plan Update
In 2012/13, the Department of Information Technology, also known as KCIT,  developed and published the Strategic Technology Plan 2013 – 2015, which provides strategic direction regarding King County’s Information Technology (IT).  The Strategic Technology Plan (STP) is publicly available on the King County website at:  http://www.kingcounty.gov/business/oirm/governance/strategicservices/strategicreports.aspx.

King County Code, Section 2.16.0757(A), requires the submittal of an annual update to the STP.  This report provides an update on progress made since the inception of the plan. The strategic plan has been endorsed by the Strategic Advisory Council (SAC) and adopted by the King County Council. 
The Strategic Technology Plan 2013-2015 identifies the most appropriate technology objectives needed to focus IT on delivering business value to our customers.  During 2015, a new strategic technology plan will be drafted to cover the 2016-2018 timeframe.  A full strategic planning process will be utilized to align our technology strategy with the county’s current and future business needs.  This will include input and guidance from our Strategic Advisory Council, from business and technology leaders throughout county government, and from the community where possible.  Performing an environmental scan that includes King County’s strategic and line of business plans will help to set the stage for the technology strategies needed to carry us effectively forward through 2018.

King County’s Strategic Technology Plan 
KCIT is committed to increasing the value that technology brings to our internal business partners and to King County’s many and diverse external customers.  This means ensuring that the accomplishment of our technology strategies positions and empowers our partners to accomplish their goals as stated in the King County Strategic Plan as well as in tactical and operational line of business and agency plans.  It also means that we can respond quickly with our partners to changing business needs and new technology opportunities that can add value to business operations leading to service improvements for our customers.

We believe this is best accomplished through open, transparent, efficient, effective, and service focused planning and operational activities.  See Appendix A - Strategic Technology Enterprise Plan for a one page summary of strategic efforts contained within the Strategic Technology Plan 2013 – 2015.  It communicates how the KCIT services align with customers as well as technology domains.  It also shares strategic initiatives across several years in all of our service areas.  This provides context for how our efforts fit together to help meet our technology and business strategic goals and objectives.  The section on each strategic objective also shares a roadmap for each objective that identifies major accomplishments to date as well as planned strategic activities going forward.
Measuring Progress 
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Measuring strategic progress is based on looking at movement towards long-term goals that have been identified for strategic technology indicators.  There are 30 indicators that align with the four technology objective areas defined in the Strategic Technology Plan.  Five of these indicators are focused on information assurance and securing our technology environment.  This reflects not only the strategic importance King County places on securing protected information and business processes but also the needed integration of security concepts in all that we do.
Overall Results
As is the case with any long-range plan, changes that occur over time will influence the value, priority, and feasibility of different components of the plan.  Each of the 30 indicators is at a different stage in progressing towards long-term goals.  Some indicators have yet to define how progress will be measured.  Others have determined baselines and long-range targets.  Still others are now measuring progress towards targets.    
In this year’s update, minor changes to the strategic outcome measures have occurred as a natural part of evolving the measures to be meaningful and drive desired results over time.  For the measures still being defined, progress has not yet enabled fully defining measures that clearly align with goals to effectively drive outcomes.

Chart 1 – Strategic Indicator Progress below summarizes the progress-to-date for all strategic technology indicators.  The legend for the table describes the icons that are utilized to provide a visual status update for each indicator.  In addition, Appendix B provides more detail for each indicator including expected benefits that the indicator aligns with, a chart to show progress over time, and notes on progress, obstacles impacting progress, and additional information where appropriate.
Progress related to eGovernment, mobility, maturity, and technology modernization of infrastructure have all made significant advancements.  Progress related to modernizing applications has been slower, but has also seen some positive movement.  
Of the 30 indicators:
· One exceeds long-range targets. 

· Twenty are making positive progress at or above expected levels.
· Four are making progress, but at a rate slower than initially expected.
· Five are working towards defining appropriate measures.
Strategic Technology Indicators Chart
	eGovernment
	Mobility
	Technology Modernization - Applications
	Technology Modernization - Infrastructure
	IT Service Improvement (Maturity)
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Website vulnerabilities reduced over time
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Percent of          mobile devices under active management
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Percent of  applications having identified appropriate data sensitivity classification
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Security scorecard shows continuous improvement                over time
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Percent of Information Assurance (IA) roadmap items that are completed

	[image: image12.png]


Percent of business services transacted on-line
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Increased wireless usage
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Application counts by type
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Percent of worksites with wireless access
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Percent of services with defined methodology/ best practice
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Web customer satisfaction (resident survey)
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Number employees with Unified Communications (UC) capabilities
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Increased usage of  Office 365 (O365) platform (PaaS)
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Application counts  by hosting platform (mainframe, server, SVE, VPC, public cloud)
	
[image: image21]Percent of projects involving technology accomplishing expected benefits
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Effectiveness of on-line messaging and responses
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Percent county owned devices that conform to Workstation Service standards / built with standard image
	[image: image24.png]


Service Oriented Architecture (SOA) utilization
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Percent of county owned server devices running current preferred Operating System (OS) standard
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 Number of current technology roadmaps
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Utilization of open data
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Percent of applications delivered through a browser or mobile interface
	
[image: image29] Percent utilizing standard components
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 Percent data center square footage that is utilized by county verses lease tenants
	[image: image31.png]


Number IT services with  service roadmaps
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Expand internal participation in providing open data
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Percent of overall computing that occurs in a cloud (virtual) environment
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Percent of applications conforming with application data standards
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Percent of systems receiving full, end-to-end monitoring
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Track and report the ratio/mix of Department of Information Technology / KCIT positions


Chart 1 – Strategic Indicator Progress Chart. 
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Chart 1 - Legend.
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Results by Technology Objective

The following sections of this report describe overall progress related to each technology objective and highlight significant areas of progress and/or areas of increased focus.
eGovernment

The eGovernment objective has identified six indicators, five of which are making expected progress towards their target goals.
These indicators show that the experience of our residents continues to improve when interacting with us electronically.  It’s taking less time to find what they are looking for on our website.  They also can access our information on their preferred device more easily – which is quickly becoming their phone.  In addition, more information is being shared through electronic subscriptions – with almost 1 in 9 residents signing up.  Social media also continues to provide more targeted information, with a 51% increase in all social media in 2014.  This despite the fact that Facebook volumes are beginning to stabilize.  The diagram to the right shows a roadmap of past and planned future progress related to our eGovernment strategy.
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Mobility

Five out of six strategic technology indicators for mobility are meeting or exceeding expected progress towards their goals.  
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Full Unified Communications (UC) capabilities have been deployed to over 8000 employees, meeting our forecasted roll-out schedule to date.  Mobile Device Management (MDM) has also made great strides by finalizing policies related to the use of both county owned and personal mobile devices.  In addition, we are able to meet both data protection and transparency needs through the use of an implemented MDM software tool.  This tool is working effectively in one major department, with roll-out planned in 2015 for the rest of the county.  Also important to mobility is increased usage of both private and public clouds to make applications available from anywhere.  This includes the refreshing of the employee focused intranet onto a cloud platform, as well as our document collaboration capabilities.  When combined effectively with mobile device management, employees can now access their work documents electronically from any location using their work or personal devices.  As society continues to increase use of phones and tablets in their personal lives, these updates are important steps to empowering our workforce to be more productive, while also ensuring we are effectively stewarding the information we are responsible for.  Going forward, we will continue to increase the usage of our cloud environment by migrating more applications to reside there.  This includes increasing both our SaaS (Software as a Services) applications and our AWS (Amazon Web Services) or private cloud hosted applications.  
Technology Modernization
The technology modernization objective has 12 strategic technology indicators identified, six that are application focused, and six that are infrastructure focused.  Of these, five infrastructure and two application indicators are at or exceeding expected progress.  

As can be seen from the two roadmap documents to the right, significant effort has gone into infrastructure modernization especially.  Cloud computing, network improvements, and hardware standardization have made significant accomplishments.  Two in-flight projects remain important in this area also.  Completing the replacement of our legacy[image: image103.png]


 phone network to utilize our existing data network will have significant cost savings impacts in the long run – in addition to the improved ability to integrate multiple types of communication within future applications.  Also, our project to migrate all systems off of the aging mainframe platform will provide significant long term cost savings while enabling increased data sharing and business analysis.   
In the area of application modernization, many focused projects have been able to modernize applications for specific business needs.  However, in order to reverse the continually increasing investment needed just to keep applications alive and running, a holistic approach is needed.  Doing so will increase the value to internal customers by implementing new/changed business processes more quickly and effectively – improving their value delivery to external customers.  Even though a capital request related to application modernization couldn’t be supported in our last budget cycle, we will continue to move forward using operational resources to the extent possible focused on modernization of our application portfolio.  This modernization will leverage new capabilities within our infrastructure including cloud and mobile components.  
Added New Strategy:  Criminal Justice Case Management Data Sharing
The 2015/16 budget cycle saw the submission of multiple proposals to replace existing criminal justice case management systems.   The business need is clear and the differences in process and expected outcomes different enough across differing agencies and departments that a common solution would not be the best fit for the varying business process.   However, a common data approach and architecture was deemed critical in order to maximize the data sharing across organizations where appropriate, and minimize the re-work (such as re-entering data multiple times) that is prevalent today.  This approach also follows overarching technology principles established by the county:

· The Business Results Focus Principle - We should focus on achieving business results that provide value to customers over process

· The Data Sharing Principle - Data should be available to the broadest appropriate audience.

· The County-wide Perspective Principle - The County’s information and information Technologies should be viewed from a county-wide perspective.

In addition, business leaders from affected areas of King county’s criminal justice systems agreed to extend the principles that apply to their sharing of common information by establishing the following principles:

· The Entire Process Principle – Data that is used by more than one L & J entity should be created and managed to maximize its usefulness across the entire process and organizational boundaries

· The Data Protection Principle – Data should be protected from loss, damage and unauthorized access and use

· The Minimal Data Duplication Principle  – Data duplication should be minimized

· The Partnering Principle – The design and management of data should foster appropriate sharing with our internal and external partners 

· The Uniquely Identifiable Principle – Each piece of data should be uniquely identifiable so as to distinguish it from other similar data

·  The Data Stewardship Principle – Data should have a data steward (care taker), and an owner (decision maker), who are responsible and accountable

· The High Quality Data Principle – Approaches and techniques that improve data quality should be proactively incorporated into the design and capture of data

·  The Data Integration Principle – Integrations should be loosely coupled and platform agnostic
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The approach to moving forward with case management system replacement is to utilize common, re-usable, secure data services that support all case management systems. One option under consideration is to extend and re-architect our current integration environment (called BizTalk) to function as an initial Enterprise Service Bus (ESB) which would accomplish these goals. 

By doing so, King County will increase the integrity, security, and re-use of its data across the multiple agencies and departments tasked with the various services that span our criminal justice business domain.    The diagram to the right is a high-level depiction of how those services might look.

Increasing focus on existing modernization strategy F: “Data Integration, Analytics, and Intelligence
King County will be increasing focus on existing modernization strategy F: “Data Integration, Analytics & Business Intelligence environment - Create an enterprise information analytics environment over time that enables business to analyze and better understand/service our customers as well as our internal operations.    Utilizing this pre-built environment, tools, solution patterns, and experts should provide the lowest cost / highest functionality solution for aligned business needs.”

Increasing demand from our business customers to better understand and utilize data more effectively is highlighting the need to provide improved and expanded data environments and tools. Re-using existing data rather than re-creating it can save significant time and resources while improving the overall quality of the data for the county.   Given the silo-like nature of our current data repositories combined with multiple types of storage technology (over 20 types of data bases), we will approach this task in two ways.  First, as part of application modernization, we will establish common standards for data use going forward by all applications as they are modernized.  This will include following some of our principles around data that include having clear ownership of data.  Second, we will design an enterprise data program that includes an analysis and informatics environment which is not currently available at an enterprise level.  This will position us to utilize common tools and data in a secure way into the future, and can be adopted by projects on a go-forward basis.   This second effort will rely heavily upon our enterprise architecture program which is increasingly helping our technology solutions to move towards common, agreed upon principles around data and its usage.  There are currently several local efforts around data integration, business intelligence and data analytics that will continue to move forward to meet current needs as we evolve our enterprise strategy.
Increasing focus on existing modernization strategy Q:  Identity management
King County will be increasing the focus on existing modernization strategy Q:  “Identity management – Reduces the number of logons and improves security by implementing role based access to applications and data.”

The County seeks to apply consistent, easy to use approaches to the way it manages access to its computing resources and data.  Like many organizations, this is made difficult by the vast business and technical diversity of our environment, as well as the legacy of having many different departments doing things in many different ways over the past 20+ years.  As we look to improve our application and data integration, leverage newer platforms such as cloud, and generally improve the user experience, a well-planned and consistently executed approach to Identity and Access Management (IAM) is critical.
Vision
Identity and Access Management (IAM) will enable the right individuals to access the right resources at the right times for the right reasons. For the County that means the following: 

· Internal and external users will rapidly be provisioned and given access to County resources that are appropriate to their work when their work with the County has started or has changed
· Internal and external users will rapidly be de-provisioned and access to County resources removed when their work with the County is finished or has changed
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Approval of access to resources will happen consistently and rapidly

· Access to County resources will be provided in a fashion that is consistent and seamless to the user across County and vendor-based solutions 
· Identities will be managed through their entire lifecycle

· Data and systems are protected from unauthorized access and inappropriate use
Expected outcome
The expected outcome of the current IAM initiative process is to produce a strategy that defines the desired future state of IAM in the County, analyzes the gaps between the future and current state, create a roadmap that addresses the gaps, and provide an initial plan for implementation. 
Scope

IAM is broad and will be addressed across its many components in order to ensure a holistic approach.  

Scope of Access Management: 

· Authentication – The process of determining whether someone or something is, in fact, who or what it is declared to be
· Authorization – The process of giving an identity permission to do or have something. Typically the process of granting access to data or systems.
· Access Policies – The policies that govern under what circumstances an identity will be given access to a County resource

· Access Controls – The mechanisms used to implement the Access Policies

· Single Sign-On (SSO) - A session/user authentication process that permits an identity to enter one name and password in order to access multiple resources
· Federated Identities - An arrangement that can be made among multiple organizations that lets an identity use the same identification data to obtain access to resources outside of their enterprise

· Entitlement Management – Is the management of the entitlements or access permissions assigned to user accounts 
· Data Security Classification – A method by which data is classified into groups that have the same access control needs based on the security and privacy needs of the data 

Scope of Identity Management:
· Credential Management – A credential is an object that is verified when presented to the verifier in an authentication transaction
· Self Service – The ability for the user to perform an IAM activity for themselves, as opposed to requesting an administrator perform the activity
· Profile Management – A profile is a collection of resources that define the environment for an entity

· Enrollment - The activity where an entity creates an identity to allow access to a resource

· Workflow - The automated linking of more than one IAM activity to improve speed and consistency

· Provisioning & De-provisioning Policies –The policies that prescribe how and when access to resources will be given and removed
· Role Management – An access control approach that places entities that perform a similar function in a group (role) that has the same entitlements for all the members of that role
· Delegated Administration – The way to give non-administrators the ability to create and control users and groups.
· Application Integration – That part of application-to-application communication that ensures the requesting application has the appropriate credentials and entitlements for the given request 
·  Logging, Auditing, and Reconciliation – The capturing of identity and access activity, and the evaluation of those activities to determine if they followed IAM policies 

IT Service Improvements (Maturity)
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The IT service improvements objective has six strategic technology indicators identified, four of which are making expected progress towards their target goals.  Primary focus is currently being placed on operational alignment efforts to standardize the processes that we use across all of our services.  This should bring best practices to the forefront and enable significantly improved responsiveness to customer needs, ability to use data and metrics to gauge operational maturity and improvements, as well as growth opportunities for our staff.  Two major process standardization efforts to standardize our application and infrastructure lines of business include SDLC (Software Delivery Life Cycle) and ITIL (Information Technology Infrastructure Library).  Both of these processes have been fully defined for our environment and are undergoing adoption throughout KCIT.   
We are also moving forward on our desires to become more strategic, by creating line of business plans for each of our services.  These efforts will help us to align with customer needs into the future.
Finally, we are establishing architecture as a needed discipline throughout our services.  2014 saw significant focus around building a new IT job series around this discipline.  Increased emphasis on design earlier in the process should lead to both higher quality when matching our services to customer needs as well as reduced rework that is more costly when performed later in the process.
Added new Strategy:  Employee Innovation
Innovation is an underpinning for successful technology organization.  We need to harness the expertise and creativity of our employees throughout the county to find new ways to provide existing services and see how technology opens the door to new services, whether internally focused or facing the public.

In 2013, the King County Council passed Ordinance 17720 to encourage employees to step forward innovative ideas, to establish a pilot “gain sharing” incentive program with the workforce and look at the potential of commercialization. The ordinance sets up an Innovation Pilot Project sponsor committee of the PSB (Budget) Director, the CIO, and the Chief of Staff of the Council. A senior manager in KCIT serves as the project director.

Using KCIT’s existing governance structure, an Innovation Pilot working group is being developed from members of the Business Management Council (BMC) and the Technology Management Board (TMB).  We would also appreciate input or suggestions from the Strategic Advisory Council (SAC). Here are some of the things we need to consider:

· Criteria for soliciting and selecting innovation ideas.

· Guidance on King County policy related to ownership of Intellectual Property (IP), patent, copyright, trademark, source code and similar rights-related issues.

· Suggestions on licensing by King County of innovation ideas or products.

· Suggestions or consideration around gain-sharing as an incentive for employees to propose innovations.

· Suggestions on how to effectively “bake” innovation into a corporate culture, especially a public sector one like King County.

· Suggestions on criteria for commercialization.

Appendix A – King County Strategic Technology Enterprise Plan–Updated April 2014
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Appendix B – 2014 Strategic Technology Indicators by Objective
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Technology Objective: eGovernment

Improve service delivery to and interaction with King County customers by leveraging web and related social media technologies.
· Improved citizen value and satisfaction when transacting business with King County

· Improved access to King County services

· Increased citizen participation in government

· Greater transparency of government operations

	Indicators
	Benefit
	Chart or progress
	Highlights/progress
	Hurdles

	Website vulnerabilities reduced over time.

	Information Assurance – Ensure on-line transactions are safe and secure.
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100 vulnerabilities was initially selected as a good long term goal given the many unknowns that continue to appear as threats.  As we learn more about the volume of vulnerabilities over time and increase our understanding of statistical significance, this is proving to be a good stretch target.  We were able to eliminate or isolate the Windows XP operating system from our environment in 2014, addressing a significant risk.  Going forward, modernizing our applications which includes migrating to modern platforms should significantly improve our security posture as well.
	A current area of major focus in order to eliminate potential future vulnerabilities is related to removing the Windows 2003 operating system from our environment.  

	Percent of business services transacted on-line.
	Increases on-line delivery of King County business services to the public.
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The initial indicator for this area relates to property tax appeals that previously had been conducted only through mail.  The option to submit property tax appeals on-line was introduced in 2013 and resulted in approximately 31 percent of all appeals being submitted on-line in the first year of availability.  In 2014, the percentage continued to increase to over 50% on line submittals. 

	Additional county services should be actively identified and included within this measure.  Identifying an approach for how best to do that in concert with our business partners who will need to track metrics, has proved challenging.  Aligning with electronic payment project may provide a viable opportunity.    

	Web customer satisfaction.

	Ease of Use - Improve the public’s ability to easily find and transact the business services they are interested in.
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In 2009, King County’s website was 19 percent above the national average for resident satisfaction. In 2012 nearly three-fourths (73 percent) of the residents surveyed agreed that they would rather conduct business on the County’s website than visiting a county office or mailing documents if they had a choice; 13 percent were neutral about this issue and 15 percent would rather go into an office or mail documents than use the County’s website.
Our communities are finding the King County services and information that they are looking for more quickly and easily, as evidenced by the continual reduction in page views per visitor.   In addition, access by the types of devices that more of our residents own is rapidly increasing as well.  The ability for our citizens to access information and services using their phones is also important from an equity perspective as underserved populations continue to find this option more viable over time. 
While the overall volume of visitors remains very high, over twelve million visitors in 2014, overall unique visits has declined slightly from last year.  We believe this is primarily due to how we calculate unique visitors.  Unique visitors are determined by IP address.  So if one person has 1 computer, 1 tablet, and 1 phone, they might be counted 3 times if they access our web site from each of their devices.  With our updated web architecture, we see more people are using their device of choice as phones and tablets navigate and present information from our site much more effectively.
The top three site traffic days in 2014 were:

 

1.       February 4th – 458,221 page views –   Reason: Metro proposes service cuts

2.       November 4th -  405,434 page views –Reason:  Elections Day 

3.       October 13th – 334,422 page views – Reason: Assessor – Property Tax eReal Property
	Due to the related expense and effort required, resident surveys are not conducted every year.  The next survey is targeted for the 2015/16 timeframe.  This survey is conducted by the executive office with KCIT providing input on technology related questions.
Web technologies continue to evolve with new opportunities consistently being introduced.  In addition, customer expectations are similar across all websites.  When new web technologies are introduced elsewhere, they rapidly become expectations for King County web interactions.  Usage of mobile apps that can be downloaded from app stores continues to increase. 

	Effectiveness of on-line messaging and responses.


	Increase and improve public engagement using social media.
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On-line communications continue to increase.  We are seeing trends where we expect our Facebook interactions to stabilize, with Twitter and other media continuing to increase.  Our usage of the GovDelivery tool for on-line subscription services continues to grow rapidly, with approximately 14% of residents subscribing to information updates by the end of 2014.

Social media across King County

· 141 total social media pages

· 174,349 fans and followers

· 51% growth in 2014 across all social media pages

· 46 Facebook pages

· 37 Twitter

· 14 blogs

· 17 video feeds (YouTube & Tumblr)

· 11 Flickr pages

Email/text messages across King County

· 296,041 total subscribers reaching 1 in 9 county residents

· 60% growth in 2014 (31% in wireless)

· 500+ different topics that people can subscribe to

· Each person subscribes to an average of 3 email/text alerts from King County

· In 2014, we sent 9.6 million emails and 3.8 million text messages

	We are finding that increased social media accounts don’t directly correlate with increased constituent engagement or interaction.  We are placing more focus on technologies that that appear to be increasing engagement and involvement, such as Twitter.

	Utilization of open data.


	Increase openness of information by publishing county data (that is not private/protected) for public consumption.
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Public access of open data almost doubled in 2014. KCIT is currently considering how to increase the innovative use of our data through apps contests and other opportunities as we would like to see more value to our citizens from this open data than is currently being realized. 
King County’s open data usage policies may have been limiting the communities desire to build applications using our data.  A new, more open policy was recently released in March of 2015.
Initial data sets were first made available to the public in October of 2010.
	Some departments/agencies have protected information that should and will not be shared​openly with the public due to the sensitivity of the information involved.



	Expand internal participation in providing open data.
	Increase openness of information by publishing county data (that is not private/protected) for public consumption.
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There are currently over 300 data sets that are posted for public use on King County’s open data website.  This number includes charts, applications, calendars and forms.  Nine agencies and 8 departments/ divisions currently provide data sets.
Initial data sets were first made available to the public in October of 2010.
	Some departments/ agencies have protected information that cannot be shared​openly with the public due to the sensitivity of the information involved. 
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Technology Objective:  Mobility

Free employees and citizens to interact and transact business when and where most appropriate and convenient. 
· Increased business and IT productivity

· Re-designed business processes geared towards customer service and overall efficiency

· Reduced costs related to staff moves

· More collaborative, open, dynamic office space and working environments

	Indicators
	Benefit
	Chart or progress
	Highlights/progress
	Hurdles

	Percent of mobile devices under active management.


	Information Assurance – Ensure that protected information is not at risk due to increased use of mobile end-point devices.
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A Mobile Device Management (MDM) system was piloted and implemented in 2014.  Options for implementation were based upon policy decisions involving business leaders focused on enabling their staff to be productive with mobile and personal devices, balanced between protecting sensitive data and complying with public disclosure and other transparency needs.  

Based on the implementation, initial roll-out was performed in the King County’s information technology department (KCIT).  The goal for 2015 is to have all mobile devices that access King County information assets through our networks registered and managed appropriately, according the policies that have been approved by county business leaders.
 
	If King County data resides on a device, then device management is needed to protect that data.  If no data makes it to a device (as is the case with some applications like OWA - the internet accessible version of the Outlook email application, browser based apps, and O365 SharePoint), then device management may not be needed.  
Many employees are reluctant to have their personal devices subject to King County policy.  In those cases, employees can elect not to register their device.  This choice will limit the type of access to information that they are allowed to only use those tools which do-not place data onto their devices, such as OWA as mentioned above.

	Increasing wireless usage.
	Wireless – allow untethered movement within and between work-sites, improving productivity and collaboration while reducing office move costs.
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This indicator has changed from the number of wireless sessions to the locations providing adequate wireless service.  This will better drive KCIT activities to provide wireless capability at all of our significant locations.  It also helps to enable business process evolution by more seemlessly enabling users to mover from wired to wireless access without impacting application performance.  Users are also expected to switch to wireless only access over time, diminishing the need for costly re-wiring within our facilities. 

The wireless expansion updgrade project was approved for the 2015 budget and planning has begun for roll-out that leverages wireless infrastructure upgrades that have recently been implemented.
	Now that a project has been funded, progress is expected as targeted.

	Number of employees with UC capabilities.
	Unified Communications (UC) – Extend UC capabilities to all King County staff to increase and improve communication channels and tools available to them.
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The roll-out of unified communications (UC) and related capabilities is progressing according to the overall rollout plan, with over 8000 employees having already migrated.  The long-term goal is to have full deployment (100 percent) to all customers that currently require a workstation device and/or voice capability.
	

	Percent county owned devices that conform to Workstation Service standards / built with standard image
	End-point standardization: Primary device – Keep employees more productive by reducing end-point device failure and maintenance.
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	This area is currently ahead of plan to meet 90 percent of end-point devices on standard equipment and utilizing a standard base image including the operating system (OS) by 2017.  
	The speed at which this can occur is limited by the current equipment that is already deployed.  For that reason, attainment of this goal is timed to coincide with the equipment replacement schedule which is targeted to replace all equipment every four years.



	Percent IT applications delivered through a browser or mobile interface.


	Browser/Mobile interface – Applications that run in a browser can be accessed by any device capable of running a browser, and typically are easily accessible via the Internet. Mobility interfaces (for smaller screen size) are also easily available through modern application technologies.
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Currently, the majority of applications entering information have the desired browser interface type.  However, we are still working to complete the portfolio information for all applications.  Also, a better definition for applications is currently being developed and should help move this area more quickly forward.

	An application modernization plan is needed for each system in order to better project future compliance.  A modernization plan will take significant effort to create.  A 2015/16 proposed project for application modernization was not approved.
Many of our applications have not yet loaded this information, However, a chart is provided in order to set a baseline and encourage improved data quality going forward.



	Percent of overall computing that occurs on the cloud (either internal – SVE, or external – VPC).
	Cloud Computing – Executing applications on the cloud means that they can be accessible by any device at any time from any location that can access the Internet.
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	Moving a significant amount of the County’s applications from physical servers to virtual servers in our Server Virtual Environment (SVE) has already enabled KCIT to provide a significant price reduction for the compute portion of an application’s costs.  2015/16 rates indicate virtual servers are less than half the unit cost of physical servers.  Some of this savings is applied to quality improvements such as creating development and test environments which have not previously existed.

The second graph on the left, though not a strategic indicator, is provided to show the impact of rates from moving to a virtualized compute platform.  In the future VPC (Virtual Public Cloud) rates will also be available – though much more dependent on options selected as well of length of time active.  This is due to the expected shorter lifespan for many of the servers that would utilize the VPC.   
	While SVE progress has moved forward, VPC progress has been delayed due to the length of the contracting effort for VPC (Virtual Private Cloud) with Amazon Web Services (AWS).

There is also resistance from current users to moving off of 'other virtual' platforms and onto the SVE (Server Virtual Environment) or VPC.




Technology Objective: Technology Modernization – Applications

Enable business solutions that are flexible, timely, and dependable by pro-actively evolving modern application technologies and processes.
· Speed to implement business process changes is faster

· Total Cost of Ownership (TCO) for computing is reduced through efficiencies, standardization, re-use and the ability to meter and rapidly scale resources up or down as needed 

· Increased service quality due to increased standardization and reduced downtime

· Reduced risk due to increased redundancy, geographic diversity, and commoditized, on-demand scaling of needed assets

	Indicators
	Benefit
	Chart or progress
	Highlights/progress
	Hurdles

	Percent of applications having identified appropriate data sensitivity classifications.


	Information Assurance – Utilize a security scorecard to identify and track progress in improving our security posture for the most critical and vulnerable components of our systems platforms.
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	 The number of applications tracking sensitive data in our application portfolio continued to increase in 2014.  Currently, five categories are tracked for each application which identify types of sensitive data: 

· Payment Card Industry (PCI)
· Personally Identifiable Information (PII)
· Criminal Justice Information Systems (CJIS)
· Health Insurance Portability and Accountability Act (HIPAA)
· Other sensitive

In 2014, updated data classification standards were approved that align with Washington state standards and that will be used in determining which applications can move to which hosting platforms (cloud)– based on their compliance with data sensitivity needs. The standard classifications are:

· Public

· Sensitive

· Confidential

· Confidential requiring special handling

Our next step is to implement the new classifications for each application and data repository.  This will involve educating all application owners on the new classifications and updating our application portfolio with that information.  This is expected to occur in 2015.  At that point, we will update the chart for this area to incorporate that new information.
	Maintaining a current application portfolio has proved challenging, due to the time involved with communicating expectations clearly and with inputting and maintaining related data.  Future change processes will incorporate this step as a part of other approval processes.  

	Application counts by type 
	Platform steering – Encourage system solutions to use the lowest cost/highest functionality platform, reducing TCO while maintaining service standards and needed business functionality.
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This indicator has seen a minor increase of in both SaaS and PaaS apps as we are beginning to evolve those services.  However, the chart is miss-leading as we do not have all applications identified on the chart, and increases are not due to new applications being created, but in adding existing applications to our portfolio system.  The major increase of in-house apps is attributed to this.  

For this reason, we have categorized this metric as still under construction.  

	Difficulty in collecting and loading this information for the hundreds of dispersed applications in the County.
Defining a clear definition for an application.
Need to establish an application modernization program.


	Percent of county departments and agencies converting intranet sites to 0365.
	PAAS - Office 365 – Migrate to an office productivity platform and tools to improve the general office productivity business functions that surround communications and document creation.
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This metric has been changed to better reflect platform activity for O365 during the strategic plan reporting period.   KCIT’s O365 focus has been centered on SharePoint and migration to its government cloud platform which KC has helped Microsoft to evolve in support of HIPAA and CJIS requirements.  By focusing on this area, we are able to generate more value for our customers by re-establishing the county’s intranet - a critical tool for employee engagement and empowerment.  The chart to the left shows the county’s progress towards launching all departments on the new intranet platform.  An additional benefit from this migration has been the implementation of single-sign on for KC’s SharePoint environment.

Migrating our e-mail platform to the 0365 cloud is still one our priorities, but timed to follow full intranet migration.  
	No hurdles for intranet migration.   E-mail migration is Waiting for full SharePoint migration to the Microsoft cloud that fully complies with HIPAA and CJIS requirements in order to avoid additional complexities and to benefit from lessons learned.

	SOA service utilization rate.
	SOA (Service Oriented Architecture) – The main benefit of SOA is to allow simultaneous use and easy mutual data exchange between programs of different vendors without additional programming or making changes to the services. These services are also reusable, resulting in lower development and maintenance costs and providing more value once the service is developed and tested. Having reusable services readily available also results in quicker time to market.
	
	We currently have not created the SOA design for our desired modern applications.  Until a design is created, we will refrain from determining how success will be measured.  In general, this indicator should help to understand how quickly our application portfolio is being modernized.  
	SOA is a key component of application modernization.  A high level strategy for application modernization is needed prior to implementing an enterprise SOA design to be used by future modern applications.

	Percent applications utilizing standard components.
	Application architecture- A common application architecture increases system supportability and flexibility while reducing time to implement and fix.
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    Applications that currently utilize standard languages and data bases were 22 percent at the end of 2013 and have remained at that level since.  

	There are currently 43 application languages in our production environment.  There are also 19 types of data bases.   

Of these, eight languages and four data base are considered modern and define the standard that should be migrated to.
Despite focusing on application modernization in our Line of Business planning in 2014, we were unable to secure project funding to move a modernization effort forward.  We are currently evaluating how to move modernization forward without capital funding.  We are also including application modernization as a main topic at the SAC meeting in March.

	Percent of applications conforming to application data standards.
	Data architecture – Consistent usage and sharing of data improves quality, re-use, and protection while reducing cost and errors.
	
	How this indicator is measured will depend on the tools/information available once we have identified our data standards.  This indicator should complement that application standardization indicator which already includes the use of a modern application in its measurement.
	Our current data standards are not yet defined as an enterprise.  Hiring an Enterprise Data Architect has been approved but is waiting on job class finalization prior to hiring.


Technology Objective: Technology Modernization – Infrastructure

Empower flexible system solutions by providing current technology platforms, components and frameworks on which applications can operate and continuously improve.
· Speed to implement business process changes is faster

· Total Cost of Ownership (TCO) for computing is reduced through efficiencies, standardization, re-use and the ability to meter and rapidly scale resources up or down as needed 

· Increased service quality due to increased standardization and reduced downtime

· Reduced risk due to increased redundancy, geographic diversity, and commoditized, on-demand scaling of needed assets

	Indicators
	Benefit
	Chart or progress
	Highlights/progress
	Hurdles

	Security operational scorecard shows continuous improvement over time.
	Information Assurance – Utilize a security scorecard to identify and track progress in improving our security posture for the most critical and vulnerable components of our systems platforms.
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The monthly composite has remained above 8 for over a year.  We may consider increasing the target for this metric in order to continue to push improvements across our services.  
	 

	Percent of worksites with wireless access


	Network – Provide a robust, redundant, wireless network as a key foundational base to all future system solutions.  

Ensure proactive upgrades maintain the network’s currency as all other services will increasingly depend more heavily on network capabilities in the future.
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	The wireless expansion upgrade project was approved for the 2015/16 biennium.  This project will dramatically expand wireless capacity to all significant KC worksites as well as upgrading the capacity and speeds at current wireless locations.  This project is timed well to follow on the heels of the infrastructure upgrades which enable increased bandwidth and throughput.    

Completed infrastructure upgrades include:

· We have upgraded the wireless controllers to High Availability (HA) pair for redundancy.
· We increased the size of the controllers to accommodate 2800 access points, but have the ability to grow to 8000 with additional licenses.
· We purchased PRIME software for central management of the controllers and better reporting.
· We are going to remove the Comcast DSL connection and send the public wireless traffic out our ISP’s for higher available bandwidth.

	Only facilities that have a staffed business operation year round are included in this measure. Wireless for transit is also not included.



	Application counts  by hosting platform (Mainframe, server, SVE, VPC, public cloud)
	Cloud platforms – Utilize a suite of cloud platforms (hybrid community/public/private environments) to drive customer behavior to the most cost effective environment.
	
	
We are still addressing how to best evaluate this as part of our application modernization efforts

	How we define an application is not consistent across our organization.  We also do not have a way to effectively identify which platform an application resides on without updating our application portfolio and manually populating this information for all applications.

	Percent of county owned servers running current preferred OS standard.
	Standard Operating System – Standardize on Windows as the operating system (OS) for county owned devices, leading to improved systems integration and enabled functionality.
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	Our servers continue to move towards our 90 percent standardized goals as we continue to migrate physical and non-standard virtual servers into our Standard Virtual Environment (SVE).
The Virtual Private Cloud also provides a standard option with some back-up services already utilizing it effectively.
	The Virtual Private Cloud (VPC) is now available, however, we need to create surrounding processes to make it easier to access in a consistent way that fosters cost effective usage.

	Percent data center cabinet space that is utilized by the County verses regional tenants.
	Data Center – Minimize data center footprint through virtual/cloud hosting in order to reduce cost and enable increased regional partnerships through sub-leasing.
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	At the Start of 2013, no regional customers were located in King County’s state of the art data center at Sabey.  By April, 2014, there were 5 customers with a more added by the end of 2014.  As can be seen from the two charts at left, King County’s utilization of server cabinets as well as physical space decreased from 2014 to 2015 while utilization by external customers increased in both categories over the same time period.  
With the mainframe soon to depart the data center, there will be significant, unused space (without cabinets) that KCIT has not been able to sell to-date.  As a result, we are re-evaluating our approach towards this space and may potentially re-structure our current lease agreement to downsize our space needs along with other options.   As we continue to modernize applications and move their hosting and data needs to private and public clouds, we anticipate that KC’s need for data center space will continue to decline.

Of note, KCIT plans to move our current alternative data center to a new location east of the cascade mountains.  This increases our capability to recover in the event of a disaster, and will also improve our ability to automatically switch operation of key applications to this new location in the event of systems failure – maintaining seamless service for our customers.
	An obstacle towards progress will be removing the mainframe and related printer which will free up significant space for additional tenants.   A new approach may be needed.

	Percent of systems receiving full, end-to-end monitoring.


	Systems Management – The ability to monitor and perform preventative maintenance across entire systems (end-to-end) regardless of where they are located/operating improves the ability to maintain, repair, and improve business systems holistically.
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	Our long-term targets for 2023 include: 
· 100 percent of network elements being monitored

· 100 percent of systems being monitored (not including end-points)

· 100 percent of services monitored have operational response plans for major alerts
2014 activity only reported on network monitoring.  This monitoring is occurring across two of our monitoring tools (Orion and Prime).  

In 2015, as part of service re-alignment within the SSD service, we anticipate having consistent monitoring practices that will cover all server components.  Current estimates are that approximately 75% of servers are currently being monitored, but we don’t have a consistent data source for this information.  All SVE hosts which manage the SVE environment are being monitored. In addition, we are planning to trial end-to end monitoring in 2015 for selected applications.
	End to end monitoring tools have not yet been deployed.  Our approach is to monitor networks first, then systems including applications and servers as we create operational response plans for all systems.  This will also include the consistent roll-out of monitoring and alerting tools that the County currently owns, but does not fully utilize in a consistent manner.  


Technology Objective: IT Service Improvements (Maturity)

Increase the value to customers from IT services by maturing our service delivery processes and improving our services to better anticipate and match customer needs and expectations.
· Increased IT customer choice and greater knowledge/ transparency of IT services through improved provisioning, performance dialogues, satisfaction surveys and other practices improving customer satisfaction and engagement

· Strategic alignment of IT services with future customer needs

· Reduced cost of existing services through low cost options in comparison to industry standard offerings, continual service improvements, increased re-use and sharing of solutions, and improved integration across solutions

· Faster delivery of service fixes, changes, improvements and new service introduction through Continual Improvements (CI)

	Indicators
	Benefit
	Chart or progress
	Highlights/progress
	Hurdles

	Percent of IA roadmap items that are completed.
	Information Assurance (IA) – Complete an information assurance service roadmap to improve overall understanding, prioritization, and results related to information assurance.
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Roadmap items that made progress in 2014 include:  

1. Create a data classification and retention policy that identifies and classifies data stored, processed, and transmitted within King County’s network. – Completed

2. Assign classifications to data based on risk assessment methodology – Partially completed

3. Create or update security policies on the use of employee-owned mobile devices, also known as Bring Your Own Device (BYOD) – Partially completed.
Funding requests are being prepared for supplemental submission in 2015 for the following roadmap items:

1. Create a more robust information security training program which will help motivate leadership to enforce the enterprise information security policy.

2. Identify the systems/processes handling sensitive data, such as those dealing with PCI compliance, and ensure that security awareness training is being done for personnel who have access to these systems per the compliance requirements.

3. Roll out the SANS: Securing the Human program (or similar) to all employees per requirements set forth in the enterprise information security policy.


	Progress is slower than expected due to the inability to fund security projects as part of the 2015/16 budget

	IT customer satisfaction rating.
	Service Catalog – A catalog ensures open and transparent communication with customers about the services that are provided as well as the options available to them in order to maximize value received.
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	This indicator is being removed for now – due to changing focus for how KCIT interacts with customers.  The customer satisfaction score from the last survey conducted with the BMC has been retained at left for your reference.  
	Significant changes in how KCIT interacts with customers are expected as we re-define our SDM role to be customer focused and strategic, removing much of their current line responsibilities.  Because of these changes, we will be re-assessing how we track customer satisfaction.  

	Percent of services with defined methodology/best practice.
	Industry best practices – Each service will adopt a methodology or industry best practice by which their service is operated in order to take advantage of the knowledge and learnings of others providing similar services.
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	Over half of our KCIT services have an identified methodology or best practice that they have either partially or fully implemented.  Another 24% have them defined and are planning to implement within their service in 2015.  One major methodology introduction currently underway includes implementing incident, change, problem, and request processes as part of the ITIL framework for our operations staff.  A second implementation soon to begin is the SDLC developed with the help of a methodology vendor for our BSS service.


	Partial implementation is the norm as full implementation will either be accomplished after fully aligning our services.  Or, as is the case with some of the larger methodologies like ITIL, component by component. 

	Percent of IT investments where KCIT is the business sponsors that accomplish a majority of expected benefits.
	Benefits realization – Each investment that we make in a service should identify expected and accomplished benefits in order to continually improve our planning skills, to improve the decisions made surrounding investments, and to better inform customers of the potential for beneficial impacts to their services.
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[image: image82]  We have identified 3 progressive measurements as we mature the benefits realization process.  
1. Percent of Benefit Achievement Plans (BAP's) completed and submitted for active enterprise projects, 

2. Enterprise projects reporting results against BAPs within six months of scope complete according to close-out report, 

3. Percent of results accomplished compared to expected as reported (this measure is now reported by PSB as is required by code).
Our long-term goals for each of these areas are 100 percent, 100 percent, and 110 percent respectively.  Currently, all enterprise projects have created and submitted BAPS, fully accomplishing the first metric, and consistent with last year’s progress.  
This is the first year that we are reporting on the second metric.  Because there is a time lag of 1-year after a project closes, 2013 is the most recent year with full data.  This indicator includes all projects involving technology.  On-time indicates projects that have provided an updated benefit achievement plan which includes information on benefits achieved within one year of completing the project.  Late projects provided this update more than one year after closing.  An updated benefits achievement plan has not yet been received for those not reporting. As can be seen, we need to increase the percentage of completed projects that are reporting on their benefit achievement in a timely way.
	The primary obstacle to progress in this area has been the establishment of a consistent expectation and reporting process, which has now been created with the BAP.  With that implementation, all enterprise projects have created and submitted BAP's, fully accomplishing the first metric.  When enterprise projects complete, we will be able to measure the submittal rate of actual accomplishments, as well as the comparison of planned to actual benefits.  

	Number of current technology roadmaps.


	Enterprise Architecture – Utilizing enterprise architecture helps business leaders and technicians make better decisions by aligning to principles, standards, toolsets, and best practices identified within the County for multiple domain areas.
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  In 2014, we established 1 additional domain team for platform services.  In addition, we were able to refresh existing technology roadmaps for both the network and server, storage, database domains in 2014.
No new roadmaps were expected in 2014 due to the focus placed on creating appropriate architecture positions and job series ahead of expanding roadmaps.  Additional roadmaps are expected in 2015. 
	All domain teams have not yet been created, leaving gaps in our EA framework.  Fortunately, leads for each domain have been identified and involved in contributing to cross domain EA impacts and decisions as we review various projects and initiatives.

Progress has been hindered due to the effort/duration required to create an architecture job series.  Existing positions have also had to focus on alignment efforts to get to standard processes leaving less time available for domain architecture work.

	Number of IT services with service roadmaps.
	Line of Business (LOB) Planning – Pro-actively identifying and planning for future customer needs as well as for environmental changes enables improved service delivery over time and a better TCO approach.
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	KCIT will update line of business plans in 2015 for those services that have previously completed them.  In addition, all remaining services will also complete line of business plans in either 2015 or 2016.  These plans follow executive branch guidelines for line of business plans, and include a strategic roadmap which identifies critical changes to increase or maintain current value for customers.  Each service owner is ultimately responsible for the content of their plan, and for actions required to accomplish their plan.  
	There is limited organizational capacity to complete this work as we are in the process of shifting from an operational to a strategic orientation.  
To build internal strategic capacity within KCIT, we are training our service delivery managers to conduct line of business plans, in concert with PSB when available, throughout the remainder of 2015 and 16.



	Ratio/mix of KCIT positions.


	Employee Skill Sets – Grow staff skills to implement, support, and maintain modern technology solutions.  

Expected future needs will shift towards increased integration (as opposed to custom built solutions) leading to increased need for architecture, analysis, business process, project management vendor management, and especially communication skill sets.
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	This indicator doesn’t have any targets other than to initially increase the awareness for how our roles and skill sets are evolving over time.  
The two charts show how our staff aligns with our services as well as how many staff is in each of the many 90+ job titles used within KCIT.
	Shifting of our resources may have an impact on our labor agreements over time.


Appendix C – Table of Acronyms
	Acronym
	Full Spelling

	BAP
	Benefit Achievement Plan

	BEUM
	Business Empowerment and User Mobility

	BMC
	Business Management Council

	BSS
	Business Solutions Service

	BYOD
	Bring Your Own Device

	CFO
	Chief Financial Officer

	CI
	Continuous Improvement

	CIO
	Chief Information Officer

	CIP
	Capital Improvement Project

	CJIS
	Criminal Justice Information System

	COTS
	Commercial-Off-the-Shelf

	CRM
	Constituent Relationship Management

	CSS
	Customer Support Service (formerly workstation service)

	EA
	Enterprise Architecture

	EHR
	Electronic Health Record

	ESB
	Enterprise Service Bus

	ESJ
	Equity and Social Justice

	GIS
	Geographical Information System

	HIPAA
	Health Insurance Portability and Accountability Act

	HIT
	Health Information Technology

	HR
	Human Resources

	IA
	Information Assurance

	IAM
	Identify and Access Management

	IAAS
	Infrastructure-as-a-Service

	IM
	Instant Messaging

	I-Net
	Institutional Network

	IP
	Intellectual Property

	ITIL
	Information Technology Infrastructure Library

	IT
	Information Technology

	KCIT
	Department of Information Technology, also known as King County Information Technology

	KCSP
	King County Strategic Plan

	KCWAN
	King County Wide Area Network

	LOB
	Line of Business

	MDM
	Mobile Device Management

	NG 911
	Next Generation 911

	O365
	Office 365 – Microsoft’s cloud offering for SharePoint service

	OS
	Operating System

	OWA
	Outlook Web Access

	PAAS
	Platform-as-a-Service

	PH
	Public Health

	PMO
	Project Management Office

	PSB
	Performance, Strategy and Budget

	SAAS
	Software-as-a-Service

	SAC
	Strategic Advisory Council

	SCOC
	Strengths, Constraints, Opportunities, and Challenges

	SDLC
	Solution Delivery Lifecycle

	SME
	Subject Matter Expert

	SOA
	Service Oriented Architecture

	SVE
	Standard Virtual Environment – King County’s ‘Private Cloud’

	SSD
	Server, Storage and Database

	SSO
	Single Sign-On

	STP
	Strategic Technology Plan

	TCO
	Total Cost of Ownership

	TMB
	Technology Management Board

	UC
	Unified Communications

	VM
	Voice Mail

	VPC
	Virtual Private Cloud

	WAP
	Wireless Access Point


Legend - Strategic Technology Initiative Status





Measurement process not yet fully defined





Actuals meet or exceed long-range (2023) targets





Actuals measured and progress meets or exceeds expectations





Actuals measured but progress slower than expected





Security Focused Indicator
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