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SUBJECT

A motion calling for approval of an updated security plan for King County elections dated January 21, 2009.
COMMITTEE ACTION
At its May 5, 2009 meeting, the Government Accountability and Oversight Committee amended the title of the motion to conform with drafting guidelines and enhance its readability. The motion received a “do pass” recommendation with three ayes, no nos and one excused.
SUMMARY

The motion would approve the Elections Office security plan related to facilities, personnel, electronic systems and ballots. 
Background 

Motion 12299 was approved by the King County Council on June 5, 2006.  Among other actions, it requested the Executive to transmit to Council an elections security plan for approval by motion.  The plan was to address “security related to facilities, personnel, electronic systems and ballots”.  The Executive submitted a plan in November of 2006. No action was taken at that time in part because elections was going to move to a new facility.
Analysis
The document submitted as an attachment to Proposed Motion 2009-0115 is a synopsis of a much more detailed set of documents that comprise security for the elections facility, personnel, electronic systems and ballots. In preparing this report, Council staff went to the elections office and reviewed several hundred pages of procedures and protocols regarding security and ballot processing. 
The plan emphasizes that security has many layers so that if one or two measures are defeated the overall election process is still secure. This layered approach to security is illustrated in Figure 1 on page 2 of the transmittal letter. Elections security is challenging in that the public expects the elections process to be open and visible while at the same time the facility and processes must be extremely secure.
Physical Security

Security for the consolidated elections facility in Renton was designed by an elections expert and a casino security expert. There are 59 security cameras that record onto CDs with retention periods of 22 months for federal elections or 60 days for all other elections. All guests must sign in and be escorted. The public may view ballot processing from a glass enclosed loop around the second floor of the building. 
Employees are required to wear their identification at all times. The building is divided into zones. Highly secure areas require special biometric (fingerprint) identification cards to enter. Most doors are equipped with sensors that transmit an alarm to the security dispatch center if they are held open more than 30 seconds. Building access records are maintained for three years. One or more commissioned law enforcement officers provide security when ballots are returned for processing. 
Personnel
To the extent allowed by law, police background checks are conducted on individuals who work in heightened security areas. As mentioned previously, identification badges are programmed to allow staff into only the areas where they are permitted. Other than background checks, personnel security is achieved through physical security measures and through processes that frequently require working in pairs (such as with ballots) and initialing tamper evident numbered security seals or dual initials on logs and forms. 
Ballot Security

Changes in state law requiring ballot reconciliation and the use of best practices by the Elections Office have resulted in greatly improved ballot security since 2004. The Office now keeps track of the number of printed ballots, mailed ballots, returned ballot envelopes and voted ballots. The Office has elaborate procedures that allow it to reconcile these numbers at each phase of the election using an extensive spreadsheet. The all-mail elections that have been held recently have demonstrated the improved accuracy that is possible when all ballots are processed in a single facility rather than at over 400 poll sites plus the election facility. At the Accessible Voting Centers (AVC) (also known as the regional voting centers) there are no paper ballots. Individuals who choose to vote at an AVC can only cast their ballot on an electronic Accessible Voting Unit. Even provisional ballots are cast in this manner. 
Electronic Systems Security

As one might expect, the electronic security of the ballot tabulation system is elaborate and complex, with access allowed by very few individuals. The Global Election Management System (GEMS) is used to tabulate ballots.  This system resides on a stand-alone server that is not networked. When GEMS requires data on voting precincts for example, the data is loaded onto a CD or DVD and then uploaded to GEMS. Wireless devices are not allowed in the elections office. The two-person rule and biometric cards always apply for individuals who need access to GEMS. Logic and accuracy tests are conducted on tabulation equipment before, during and after elections. Data on GEMS is backed up frequently. A process known as hash code testing is done regularly to ensure that the original software certified by federal and state agencies has not been tampered with. 

Audits

The Elections Office conducts post-election audits to the extent allowed by Washington State Law. The Brennan Center for Justice at the New York University School of Law recommends robust post-election audits as one of the most effective deterrents and ways to identify voter fraud. Two years ago King County supported a change in the RCW governing post-election audits to allow more rigorous audits for large counties with the approval of the Secretary of State. Elections leadership also supported this legislation but it was not successful. 
AMENDMENT

Staff has prepared a title amendment for the Committee’s consideration. It makes the title conform to drafting guidelines for titles. 
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