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STAFF REPORT
SUBJECT

Proposed Ordinance 2006-0365 would make a supplemental appropriation of $4,771,500 to the Office of Information Resource Management (“OIRM”) capital projects fund to enable procurement of new elections equipment and tools.


Background

The elections equipment and tools that are the subject of this supplemental appropriation request are intended in large part to facilitate the transition to vote-by-mail in King County. (Even after the transition to vote-by-mail is complete, there would still be regional polling centers within the county where voters could, if they wished, vote in person, either by using electronic voting machines or by dropping off their paper ballots; however, there would be far fewer polling places than there are now.)

On 31 January 2006 the former director of the Records, Elections and Licensing Services Division of the King County Department of Executive Services, presented to the King County Executive a report entitled “King County Elections: Moving to Vote by Mail.” The report recommended against trying to implement vote-by-mail in time for the 2006 general election because that would require King County Elections “to use existing vendors, technology and processes and adapt them to the increased volume [of mail ballots].” Setting the 2007 primary election as the target instead would enable King County Elections “to design, specify and implement the optimum mix of vendors, technologies and processes with new, efficient, and tested methods in 2007.”

On 31 March 2006, King County submitted a grant application to the Washington Secretary of State for grants under the Help America Vote Act of 2002 (“HAVA”) for new elections equipment and tools that would improve existing election processes and support the transition to vote-by-mail.

The King County Council approved vote-by-mail by adopting Ordinance 15523 (2006-0191), effective 29 June 2006. The ordinance required the director of the records, elections and licensing services division “to conduct all King County elections entirely by mail ballot in accordance with state law beginning on a date in 2007 or in 2008 determined by the director” after certain specified conditions had been met. One of those conditions was the establishment of “an electronic tracking system . . . for tracking ballots so that voters can, through use of the Internet, follow the movement of their ballots as they move from King County to the voter and back to King County for counting and crediting the voter for voting.” The same motion asked the Executive “to evaluate elections security and to transmit to the council a security plan by July 31, 2006, that addresses security related to facilities, personnel, electronic systems and ballots.”

In August of 2006 the Washington Secretary of State awarded grants to King County in the amount of $4,771,500, allocated in the following amounts for the purposes indicated:

	Amount
	Purposes
	Spending Deadline

	$1.5 million
	High-speed ballot tabulation equipment: “[R]eplace the current precinct-based [paper] ballot tabulation system with a high speed central count tabulation system. The award is for costs for procurement and implementation of upgraded tabulation equipment and components. The award includes funds for initial maintenance, project management, training, accounting, administration, and staffing.”
	31 December 2008

	$2.7 million
	Ballot tracking from initial mailing to voter through return by voter, validation, and tabulation: “[P]rocuring and implementing equipment and software and associated components for a system that provides automatic signature verification to improve mail ballot processing, tracking, accountability, and transparency. The award includes costs for project management, initial maintenance, training, accounting, administration and staffing for this system.”
	31 December 2008

	$571,500
	Scheduling and project management software
	31 December 2007


(An additional $979,000 was awarded for a voter education campaign about vote-by-mail and for materials to educate voters about voting procedures, voting rights, and voting technology; however, that amount is not included within the funds being requested in proposed Ordinance 2006-0365.)

High-Speed Ballot Tabulation Equipment

Conversion to all-mail voting will require high-speed ballot tabulation equipment in a central location, according to King County Elections. Indeed, even current ballot volumes test the limits of the existing array of ballot tabulation equipment.

According to King County Elections, it will be difficult for the County to purchase high-speed ballot tabulation equipment from any vendor except Diebold (pronounced DEE-bold). The reason for this is that the existing, slower tabulation equipment is one part of a larger, existing system that already consists in large part of Diebold equipment and software. For the County to switch to a vendor other than Diebold would introduce the problems inherent in getting the equipment of different vendors to work together and identifying the source of problems when they arise (since some vendors tend to point the finger at each other). King County Elections considers such problems to be substantial. The alternative of replacing not only the ballot tabulation equipment, but also the associated, existing system, with products of a non-Diebold vendor, would entail discarding an investment of more than $6 million in the existing system, according to King County Elections.

This early commitment to purchasing high-speed tabulation equipment from Diebold, even before a complete business case has been prepared, seems somewhat at odds with the former director’s statement, in his January 2006 report on the transition to vote-by-mail, that allowing the transition to extend to the 2007 primary election would enable King County Elections “to design, specify and implement the optimum mix of vendors, technologies and processes with new, efficient, and tested methods in 2007” and avoid being bound to “existing vendors, technology and processes.”

Diebold, Incorporated, is a publicly-traded corporation that in 2005 had gross revenues of US$2,587,049,000, according to its website. Some experts have questioned the quality and security of its software—for example, Aviel D. Rubin, who is Professor of Computer Science at Johns Hopkins University, Technical Director of the Hopkins Information Security Institute, and Director of ACCURATE (“A Center for Correct, Usable, Reliable, Auditable and Transparent Elections”). Rubin’s website is at http://www.avirubin.com. He recently published a book on voting system security, entitled “Brave New Ballot.” See also “New Fears of Security Risks in Electronic Voting Systems,” N.Y. Times, 12 May 2006 (attached to this report). Although Diebold will be submitting its high-speed tabulation machine for federal certification, which means that it will be tested by an Independent Testing Authority (“ITA ”), there is evidence that ITAs in recent years have approved machines that turned out to have reliability, security, and accuracy problems. See Written Testimony of David Wagner, Ph.D. (no relation to the author of this report), Associate Professor of Computer Science, University of California, Berkeley, dated 19 July 2006 (attached to this report).

An extensive report on voting system security was published on 28 June 2006 by the Brennan Center for Justice at NYU School of Law. The report is available online at:

http://www.brennancenter.org/Machinery%20of%20Democracy-%20Full%208.8.06.pdf.

An executive summary is attached to this report and is available online at:

http://www.brennancenter.org/programs/downloads/SecurityExecSum7-3.pdf. Among the Brennan Center’s recommendations for improving the security of a paper ballot voting system were the following:

1. “Conduct automatic routine audits comparing voter verified paper records to the electronic record following every election.”

2. “Use a transparent and random selection process for all auditing procedures.”

The Brennan Center study focused on three types of voting systems: (1) Direct Recording Electronic (“DRE”) systems (also known as “touch-screen”), (2) DRE with Voter-Verified Paper Trail (“DRE-VVPT”), which generate a paper record that the voter can inspect to verify its accuracy, and (3) Precinct Count Optical Scan (“PCOS”), in which the voter marks a paper ballot with a pencil or pen, independent of any machine, and then carries the ballot to a scanner, which optically detects and records the vote and retains the paper ballot. King County currently uses the PCOS system at most of its precinct polling places. A vote-by-mail system would be similar, in that the voter would mark a paper ballot and the ballot would be inserted into a scanner, which would optically detect and record the vote and retain the ballot, but also different, in that the ballot would be mailed in by most voters and scanned at a central location. Although the Brennan Center report acknowledged that its study did not consider “early voting or voting that takes place through the mail,” the report also said, “We believe that the information and analysis included in this report can be used to perform threat analyses that include these systems and voting methods.” (Brennan Center report, p.1.) Both the need for auditing and the method for doing so seem comparable between PCOS and vote-by-mail.

King County Elections has published a report (available online at http://www.metrokc.gov/elections/access/documents/BrennanCtrRecs.pdf) suggesting that King County Elections follows the Brennan Center report’s recommendation of “Automatic Routine Audits” in that in those polling places where voting takes place on DRE-VVPT (“touch-screen”) machines, some of those machines are audited by comparing the voter-verified paper records against the electronic record following the election. The King County Elections report does not mention, however, that the Brennan Center recommendation for Automatic Routine Audits extends also to PCOS systems and, by implication, since the technology is essentially identical, what might be called Central Count Optical Scan (“CCOS”) systems, which is what will be prevalent in King County after the transition to vote-by-mail. King County Elections does not conduct automatic, routine, random post-election audits of the PCOS systems that are currently in place. At least part of the reason for this is that current state law provides for audits of PCOS systems only upon mutual agreement by observers affiliated with the major political parties, and such audits may extend to only three precincts chosen by those observers. See RCW 29A.60.170(3). State law contains a similar limitation on audits of ballots counted at a central ballot counting center. See RCW 29A.48.060; RCW 29A.60.110; RCW 29A.60.170(3); WAC 434-250-340. (A copy of the cited legal authorities is attached to this report.) The Council may want to consider including a revision of this law, at least to the extent of allowing King County to implement automatic, routine, random audits of high-speed ballot tabulation equipment, as part of its 2007 legislative agenda.
Mail Ballot Tracking and Signature Verification

Besides allowing mail ballots to be routed efficiently from King County Elections to the voters and then to be efficiently and accurately verified and tabulated when they are returned, a mail ballot tracking and signature verification system is intended to carry out the Council’s directive, in Ordinance 15523, to allow each voter to track the progress and status of his or her ballot online. In addition, by scanning the voter’s signature on the outside of each envelope when it returns in the mail from the voter, the system is intended to allow the envelope signature to be compared with the signature on the voter’s registration (which is also scanned into the system) without having to handle the actual envelope and the ballot it contains, thereby creating the potential for greater ballot security.

Initially, the mail ballot processing equipment will allow side-by-side comparison of the images of each voter’s envelope signature and registration signature. The plan eventually is for an initial comparison to be done automatically, by machine. If the machine rejects a ballot on the basis that the signature is invalid, the two signatures are routed to an election worker, who makes the call. If the worker agrees that the signature is invalid, the ballot is rejected and the voter is promptly notified so that he or she can provide an updated signature.

The choice of a vendor for mail ballot processing is far from clear, according to King County Elections:

The options for mail ballot processing and tracking equipment are limited, complex, and as yet, not fully explored.  There are no existing end to end ballot processing and tracking solutions in the market designed for a jurisdiction as large and complex as King County.  There are solutions, from a variety of providers that address certain points in the process, but none that have been seen thus far that demonstrate a proven, integrated, sustainable end to end system.  The project team will evaluate the various solutions, or parts there of, on the market in order to determine which system (s) will best serve the long term needs of the county.

Several different vendors are being considered for the mail ballot tracking and validation system, and additional vendors may be considered as well, according to King County Elections. Since the focus has not yet narrowed to a particular vendor, the amount of the grant application submitted by King County Elections was based on an “order of magnitude” estimate provided by Pitney-Bowes (one of the vendors).

Scheduling, Project Management, and Training Software

According to King County Elections:

The use of an elections specific scheduling and project management software application is intriguing and initial consideration of such a solution shows promise.  Additional analysis of market solutions will occur prior to acquiring such a system.  The system will facilitate greater communication, accountability and quality control in managing the many activities associated with conducting an election and in several cases, running simultaneous process when election activities overlap such as in spring special elections. The web based training tools will provide the opportunity to enhance the overall training necessary for various tasks, increasing efficiency, consistency and accessibility.

About $213,240 is allocated to scheduling and project management software and $265,800 to training software.

Information Technology Business Case and Election Security Plan

The executive submitted his supplemental appropriation soon after the HAVA grant request was approved by the Secretary of State. King County Elections has not completed an Information Technology Business Case in support of its appropriation request. Nor has King County Elections submitted the election security plan that the council, in Motion 12299, asked the executive to submit by 31 July 2006.

Proposed Ordinance

Proposed Ordinance 2006-0365 would make a supplemental appropriation of $4,771,500 to the OIRM Capital Projects fund for “HAVA Grant Election Equipment 2006.”

options

1. Approve the ordinance in its current form.

a. Pro: The 2007 and 2008 elections are fast approaching. Vote-by-mail needs to be implemented without unnecessary delay.

b. Con: This would leave the Council without explicit assurance that the Guiding Principles and other applicable requirements set forth in the Strategic Technology Plan 2006-2008 had been followed, that an Information Technology Business Case had been approved by a project review board and was acceptable to the council, or that security issues had been adequately addressed.

2. Approve the ordinance with the following provisos:

a. “Of the $4,771,500 appropriated for OIRM Capital Projects (Project 377190), none of the $1,500,000 for high-speed ballot tabulation equipment and software shall be expended or encumbered until after the council reviews and approves by motion (1) an Information Technology Business Case for the ballot high-speed ballot tabulation equipment or software that (a) fully complies with the Guiding Principles and other applicable requirements set forth in the Strategic Technology Plan 2006-2008 and (b) has been reviewed and approved by the project review board and (2) the election security plan that the council asked the executive to provide in section D of Motion 12299.”

i. Pro: This ensures that King County Elections (1) follows the technology procurement process established by OIRM and (2) prepares an appropriate election security plan, and that the Council has an opportunity to judge for itself whether each of those has been done.

ii. Con: If King County Elections takes too long to put together its information technology business case and its election security plan, the transition to vote-by-mail might not be completed in time for the 2007 primary.

b. “Of the $4,771,500 appropriated for OIRM Capital Projects (Project 377190), none of the $2,700,000 for ballot tracking and processing and signature verification equipment and software shall be expended or encumbered until after the council reviews and approves by motion (1) an Information Technology Business Case that (a) fully complies with the Guiding Principles and other applicable requirements set forth in the Strategic Technology Plan 2006-2008 and (b) has been reviewed and approved by the project review board and (2) the election security plan that the council asked the executive to provide in section D of Motion 12299.”

i. Pro: [same as above]

ii. Con: [same as above]

c. “Of the $4,771,500 appropriated for OIRM Capital Projects (Project 377190), none of the $571,500 for scheduling and project management software shall be expended or encumbered until after the council reviews and approves by motion an Information Technology Business Case for the scheduling and project management software that (a) fully complies with the Guiding Principles and other applicable requirements set forth in the Strategic Technology Plan 2006-2008 and (b) has been reviewed and approved by the project review board.”

i. Pro: This ensures that King County Elections (1) follows the technology procurement process established by OIRM.

ii. Con: If King County Elections takes too long to put together its information technology business case, the transition to vote-by-mail might not be completed in time for the 2007 primary.

Reasonableness

With the provisos suggested above, the supplemental appropriation seems reasonable.

Invitees

1. Jim Buck, Manager, REALS

2. Bill Huennekens, HAVA Project Manager, REALS

3. Sean Bouffiou, Finance & HR Administrator, REALS

attachments

1. Amendment A1

2. Proposed Ordinance 2006-0365 Including Attachment A
3. Transmittal Letter

4. Fiscal Note

5. King County Elections description of equipment.

6.  “New Fears of Security Risks In Electronic Voting Systems,” N.Y. Times, 12 May 2006.

7. Written Testimony of David Wagner, Ph.D., before Congress.

8. The Machinery of Democracy: Protecting Elections in an Electronic World, Brennan Center Task Force on Voting System Security, NYU School of Law (Executive Summary).

9. RCW 29A.48.060; RCW 29A.60.110; RCW 29A.60.170(3); WAC 434-250-340.
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