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Metropolitan King County Council
Budget and Fiscal Management Committee



STAFF REPORT

	Agenda Item:
	9
	Name:
	Greg Doss

	Proposed No.:
	2016-0228
	Date:
	November 30, 2016




SUBJECT 

A motion that approves a report on protecting the constituent information that is recorded in the County’s Customer Relationship Management (CRM) software, as required by a proviso in the 2015/2016 Biennial Budget.

SUMMARY

The County’s Customer Service Office has implemented a CRM software that securely uses customer information to deliver more effective, consistent, and useful interactions with citizens.  Prior to CRM implementation, King County did not have an integrated system to manage constituent interactions in a meaningful and reliable manner. As a result, constituents sometimes received different information depending upon the specific department or employee they were communicating with. The County’s Director of Customer Service has indicated that this was frustrating for customers that contacted the County with an issue that required interdepartmental coordination. 

The CRM project received appropriations in the 2014 and 2015 Omnibus Budgets.  The most recent appropriation in Ordinance 18110 was accompanied by a proviso that restricted $100,000 until policies for protecting constituents’ personal information are adopted and published and the Council passes a motion approving a report outlining how constituent’s personal information will be protected.

The Executive transmitted in August 2016 a proviso response (Attachment A to 2016-0228), which indicates that the previously adopted and published King County Privacy Notice (Attachment 3) and the Terms of Use (Attachment 4) provide sufficient protections for consumer privacy.  Under this rationale, the Executive has not submitted as part of its proviso response a set of privacy policies that are specific to the CRM system although Council staff were provided with other policy documents that specify how personal information is used when it is collected from constituents.  Council staff has validated that the system appears to be used in a way that is consistent with County privacy policies and state law, which generally prohibits the distribution of protected information to parties that are not required to address the customer question or complaint.


BACKGROUND 

Project History: 

As part of the 2014 budget, the Executive proposed funding $559,000 for the Constituent Relationship Management (CRM) Expansion Project. King County did not have an integrated system within and among departments to manage constituent interactions in a meaningful and reliable manner. As a result, constituents were potentially receiving different information depending upon whom they were communicating with. The proposed CRM solution addressed the following constituent management needs:

	· Public records request tracking	
	· Property tax inquiries tracking

	· External affairs event tracking
	· I-Net customer correspondence 



Rather than creating independent CRM systems for each department, the Executive proposed to build on the existing baseline Microsoft CRM platform a central CRM system that is available for all departments to customize for their use. KCIT reported that this was more effective than deploying separate CRM systems because it would allow tracking of constituent inquiries across departments and create efficiencies in managing the technology solution. 

The project was not approved as part of the 2014-2015 Adopted Budget because the Council had concerns about the Executive’s plan to allocate project costs to all departments via the County’s technology rates. The Budget and Fiscal Management Committee directed the Executive to resubmit this project with a different financing plan and eventually adopted a proviso requiring the CRM project to be paid for by the users of the system.

The Executive transmitted a revised financing plan that requires departments to pay for the costs to develop features which are unique to that department. The amount of customization and therefore the costs departments will pay will vary by department, but KCIT reported that the need for customization has been limited. Central rates are covering the costs to align a department’s CRM application to the shared model or to develop functions that can be obviously shared with and benefit other agencies. 

Project Expansion in 2015:

In August 2015, the Council passed its first Omnibus Budget (Ordinance 18110), which included $521,000 to fund the following additional deployments as part of a Capital Improvement project in the Office of Information and Resource Management fund:

	· Constituent correspondence for DOT
	· Constituent communications for DAJD

	· Employee correspondence 
	· Ballot replacement tracking 

	· Public health constituent correspondence
	





When reviewing the proposed Omnibus, Councilmembers expressed concerns about data privacy in the new system and included the following proviso:

“Of the appropriation for capital project 1121493, constituent engagement services, $100,000 shall not be expended or encumbered until policies for protecting constituents’ personal information are adopted and published and the council passes a motion approving a report outlining how constituents’ personal information will be protected. The motion shall reference the subject matter, the proviso’s ordinance, ordinance section and proviso number in both the title and body of the motion.”

According to KCIT, this was the final appropriation request for CRM development. Based on the development work done thus far, additional deployments are expected to require minimal effort. As is mentioned earlier, any significant customization costs must be covered by the department requesting the service.

State Law on Privacy and Personally Identifiable Information and Public Disclosure:

The Executive’s response indicates that if a specific exemption does not exist in RCW, or is provided by another law or regulation from a higher authority, a public entity in Washington may be required under chapter 42.56 RCW to release personally identifiable information.  With this in mind, any record of personally identifiable information relating to a resident/ customer engaged in interactions with King County may result in the disclosure of related information unless exempted by chapter 42.56 RCW or another prevailing law.

The response notes several different exclusions for the release of personal information. It says that the RCW allows for the protection of personal information within many types of records such as:

· Childcare and Educational Records;
· Employee, Appointed and Elected Officials Records within public agencies
· Credit card and other financial information;
· Any record used to prove identity, age, residential address, social security number, or other personal information required to apply for a driver's license or identicard; and
· Voluntarily submitted information contained in a database that is part of or associated with enhanced 911 emergency communications systems, or information contained or used in emergency notification systems.

The response goes on to indicate that some personal information deemed in the public interest has been made available through the County’s website and thus does not require a public disclosure request. This is for convenience of residents and businesses to facilitate conducting certain types of business with King County. Examples of such information include:

· Many, but not all, types of documents filed with the Recorder’s Office (certain types of documents are not available through this avenue due to the sensitive nature of information contained in the record); and
· Real estate and tax records.

Consistent with State Law, the King County Privacy policy states that “King County, as a government entity, conducts public business. As such, the records related to the business of King County are available for public review unless an exemption applies. Nevertheless, King County is committed, to the extent allowable by law, to protect and secure personally identifiable information contained in its records. The Executive indicates that privacy commitments must be balanced with the rights of public access under Chapter 42.56 RCW. (Public Records Act) and consistent with KCC 2.14.030 and any other applicable federal, state, and local statute or regulation.”

[bookmark: _Toc422393526]King County Code Provisions on Privacy: 

KCC 2.14 governs public access to electronic records and information and provides a framework for the protection of data and personal information. KCC 2.14.010 (Definitions) provides a few pertinent terms related to such information. These are:

“Personal data” means any information concerning an individual that, because of name, identifying number, image, mark or description, can be readily associated with a particular individual, including information contained in printouts, forms, written analyses or evaluations.

"Personal identifying data" means social security number, date of birth or mother's maiden name.

The Code identifies several principles designed to balance the promotion of public access to information with the privacy rights of its citizens.  It establishes the following guidelines in KCC 2.14.030:

A. Collection of personal data shall be lawful, fair, and to the extent possible with the knowledge and consent of the individual;

B. Agencies shall establish procedures to ensure that data is accurate, complete, current and relevant to the agency’s mandated functions;

C. When data can only be collected with the consent of the individual, the purpose for the data shall be stated upon collection. Personal data should not be used by the county for any purpose not stated upon collection without the consent of the data subject or by the positive authorization of law. 

D. Personal data shall be reasonably protected by the data collector; and

E. Agencies shall establish mechanisms for citizens to review information about themselves and to submit corrections of possible inaccuracies in that information.

KCIT staff has indicated that all personally identifiable information relating to those engaged in interactions with King County are treated as confidential and only released through a public disclosure request after the Public Disclosure Officers or public records officers consider the sensitivity of the information being requested and the right for public access.

King County Privacy Notice and Terms of Use: 

The Executive’s proviso response indicates that its Privacy Notice is an easy to read document that tells residents that the County receives, collects and uses information about constituents according to a set of rules that are governed by the Privacy Policy.  The King County “Contact us” page contains a link to this Privacy Notice as shown below.  The Privacy Policy can be found in Attachment 3.
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The policies that appear on the notice page represent a minimum standard. Departments and/or agencies with more stringent requirements can apply more strict criteria, but not less.  

Like the KCC, the Privacy Policy indicates that personal information is used only for the stated purpose for which it was collected.  Additionally, that information is provided only to authorized King County employees and private contractors or public organizations on a need-to-know basis or as a result of a public disclosure request as required by the Public Records Act or prevailing law.

KCIT recently re-configured its website to notify customers that use of its website to communicate with the Customer Service Office requires acceptance of the Terms of Use notice, which can be found at the bottom of “Contact us” webform.  Like the Privacy notice, this notice provides information about how the County will use the data it collects.  It is also an agreement between the County and the user based on the user’s use of the website on many legal issues like warrantees, limitations on liability and the links provided to other websites.  The Terms of Use notice can be found in Attachment 4.  





ANALYSIS

The Executive indicates that the King County Privacy notice and the Terms of Use notice published on the County’s website provide constituents with a sufficient understanding of how the County uses the data it collects.  

Executive staff point to the Privacy Policy as the set of guidelines that govern the CRM software as well as any other use of data collected from constituents.  Under this rationale, the Executive has not submitted as part of its proviso response a set of policies that specifically addresses the CRM system.  Rather, Executive staff believes that the existing policies are sufficient safeguards for the CRM data.

Does the County’s existing Privacy Policy and CRM process adequately protect citizens’ data and information?

The Executive has indicated that the web-based customer service portals and in-person phone representatives limit the kind of information collected to only that which is essential for handling the request, comment or complaint. Customers are asked for: first name, last name, email, phone number, zip code, subject, and the type of request. On the web portal, the customer is also provided space to describe the reason for contacting the County and whether the customer would like an email response. The customer is not asked to provide social security number, date of birth or other personal identifying information.

The Executive has indicated that, upon receipt, a message is tracked and processed within the CRM software. Initially, a customer service employee in the Executive office either responds to the message and closes the request or distributes it to the appropriate elected official or a specific department’s customer service officer. 

The Executive notes that the customer’s name, contact information and request is not indiscriminately “shared across the County.” Rather, it is shared only with those departments who have a business need to respond.  Further, it is shared only with those individuals who are authorized CRM software license holders or subject matter experts within the applicable department. For example, only licensed public disclosure users can view public disclosure requests unless a public disclosure licensed user shares that information with another licensed user to fulfill a request. 

Information shared may include historical information, such as prior questions, comments or complaints from the same customer, if considered relevant in helping respond to the customer’s current issue. The Executive notes that under any circumstance, the information is used for the same purpose for which it was originally provided: to respond to customers who contact King County and to provide a thorough, efficient, timely response with the least amount of friction in the resident / customer experience or additional action by the resident / customer.

King County Council staff attended a demonstration of the CRM software to see first-hand how information is shared among various department representatives.  The software’s default is to share the information among the few customer service representatives that are responsible for routing constituent complaints or requests to appropriate departments.  However, it should be noted that the CRM is a database that shares a common back-end storage system.  Therefore, any County employee with access to the CRM could initiate a search that provides the name and contact information of a constituent in the system.  No other information would result from such a search.  KCIT has indicated that its privacy policies prohibit the use of the system in this manner. 

Does the Executive’s use of the CRM comport with the King County Privacy Policy?

The Executive uses the system to route questions or comments only to the County employees that are necessary to fulfill the request. In August 2016, the Terms of Use notice was updated to indicate that the County may use data to conduct customer satisfaction surveys, to perform service analytics and to share information among customer service personnel.  The Executive contends that when a user uses the County’s website, the user accepts the Terms of Use, and thereby agrees that his or her information may be used in this manner.  The Executive further notes that such information is helpful to further improve County responsiveness and the user’s experience.


Can the KCIT Privacy Policy or King County Code be updated to provide additional privacy protections?

The Executive recommends updating both the Privacy Policy and King County Code to clarify the terms for “personal data,” “personal identifying data” and “information” privacy to align with industry standards and best practices.  KCIT staff has noted that the King County Code (KCC 2.14.010(D)) identifies data as personally identifiable if it is a person’s social security number, date of birth, or mother's maiden name.  KCIT staff note that the industry standard for personally identifiable data is far more extensive and includes any identifiers that can be used to distinguish or trace an individual’s identity or information that is linked or linkable to an individual, such as medical, educational, financial, and employment information.

The Executive makes a number of other suggestions for protecting constituent privacy including:

· Publishing a Privacy Guide to help County residents and employees understand how to protect the privacy of personal information in a digital environment; 
· Providing training and education to residents and employees on the concept of privacy and personally identifiable information; and
· Conducting an assessment of the personally identifiable information in each department and evaluating if it is properly protected.

The County’s Chief Information Officer (CIO) has indicated that he would welcome the Council feedback on a code update that aligns privacy provisions with industry definitions and best practices.  He goes on to indicate that KCIT would begin this process if Proposed Motion 2016-0228 is passed by the Council. 

NEXT STEPS:

The Council may choose to pass Proposed Motion 2016-0228 to release the restricted appropriation authority.  The Executive has indicated that this authority is necessary to close out the project.  While the Executive has not proposed new privacy policies for CRM, the Chief Information Officer has indicated that the county’s existing policies provide sufficient safeguards.    The Council could also choose to provide feedback to the County Chief Information Officer to pursue a code update that aligns privacy provisions with industry definitions and best practices.

ATTACHMENTS

1. Proposed Motion 2016-0228, including Attachment A
2. [bookmark: _GoBack]Transmittal Letter
3. King County Privacy Policy
4. King County Web Terms of Use.
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1. Natasha Jones, Director of Customer Service, Office of the King County Executive
2. Bill Kehoe, Chief Information Officer, King County Department of Information Technology
3. Ralph Johnson, KCIT Chief Information Security and Privacy Officer
4. Christine Chou, KCIT Chief Financial Officer
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