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!!L Washington State Department of
J§P> Information Services

COMPUTER SERVICES DIVISION
SERVICE LEVEL AGREEMENT

(.- “A’La Carto” Server Hosting Services |  King County il

DIS Service Love] A snt Number 2607-001

T . DIS Customer Servics Agresment Nomber: 8170-0
King County Offica of Information Resource Man .

agement
700 Eifth Avenne, Sulte 2300 C
Seatile, WA 98104-5002

- YERMS & CONDITIONS

1. PURPOSE:

This Service Level Agrooment Number 2007-003 (8LA) is oxecutsd by the Departmont of
Information Sarvices (D1S), Computer Services Division (CSD) and King County (RC) pursuant to
the terins and conditions of Custorer Servios Agreement Number 8170-0 (CSA). The porties
acknowledge they have read and vadorstand the terms end conditions therein, AR rights and
obligations of tho parties shall be subject 10 and governed by the terms of the CSA. This SLA sets
forth the obligations of the parties with respect (o DIS® provision of “A'La Carte® Server Hostlng
Sarvices 10 KC, This SLA also outlines the managemont disciplines that DIS shall follow when
providing servieo to KC,

This SLA doss not remove o reducs any no-referenced sorvices provided by DIS, This SLA will not
be in offoct during any period of interruption to DIS' processing capability ceused by a failure of the
DIS Datsoenter Facility as declared by the Direatar of DIS,

2. TERM;

The term of this SLA is effective upoil the dato of sxecution by both pacties and shall remain in fu}l
foroe and effect until torminated by cithor party. DIS shall provide KC at Joast 180 calendar days
written natics prior to termination, KC shall provide DIS at least 60 calondar days written notice
prios W termination. This SLA shall bo reviewod annually,

3. DEFINITIONS:

WA Ul

scrvors i hogted,

Caged Arca: Spaco spocifically desfgned for KC within “A'La Carte” Room 3 that is enclosed in a
standard dataconter oago. ' .

$hangs: A materlnl diffuronco in the “A’La Catte” Server Hosting Services aperating environmont

+ A room with raised floor within the Dlé dataocnter whers non-DIS managed

that may linve the potontial for causing 2 degradation of sorvices,
Datacenter Facility: ‘Ihe “A’La Cate” Room 3 and the Caged Area,
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.

 Facllity: The Datacentsr Facility and the Office Space,

Ingident: An oveat that intevrupts or degrados the delivery of a DIS service,

4’

S,

6.

7.

Daparment of iformation SQNM Fige 20790
Compular 8ervices Diviglon

Qffioe Space: Securo space adjacent to “A’La Carte”™ Room 3 that is used for KC storagn, equipment
staging, and disasior socovaty exercise command conter,

Problem: Any sotusl or perceived inteeruption or degradation of hardware, software, nolwork, or
othor sarvice which in any way Impacts defivery of service at any level.

Service: May Inolude but Is not limited (o roquests for additional server cabinet space requirenients,

additional power roquirements, and telephone lines looated In the Caged Area and/or Office
Spaoce. - .

DI8 SERVICR. OFERINGS:

DIS providos servioes to eligible organizations (RCW chapters 39.34 end 43,1 05) that have signed
Customer Servico Agreements with ths Departmont of Information Services. A list of thess services
may be found at hitn://tesheall.dis.wa.govialohe_sorvices list.asps,

GENERAL EXCLUSIONS:

DIS docs not support the following services:
5.1, User support outsldo the State Network (supporting only system within the Stato Network).
5.2. Implementation and mansgement of Customer spplication programs,

53. Implementation and management of Customer LAN environment Le., firewalls, hubs, servers,
workstation, otc,) : )

SERVICE DESCRIPTION:

DIS shall provide the following servieos to XC; :

6.1. Caged dataoonter space and utilities within the DIS datacenter, known as the Camd Arca, Ses
section 12 and Attachment A for specific details.

62, Cagad office spaco and urilitles, including telephone, known as the Office Space. Ses section 12

and Attachment A for specifio detaila,
6.3, Upon request managed scrvicos, including server status reporting and reboots.

CHANGE MANAGEMENT:

7.1. DI8 will cnsuro strict adherence to DIS Problem and Change Management Policy, Sco sotlon 11
for a description of the problem and change management oategorlos snd the advance notice Hat
DIS shall provide to KC prior to any change affecting KC. . : ’

7.2. No software or hardware, configucation and application changes will be mado by DIS without
explicit documented ¢onsent from K% point of contact to authorize and approve changes,

7.3. If a KC roquosted change s needed, KC will submit a written Service request to the DIS
Production Services Automations Group and DIS will process the Sorvico roquegt according to
the DIS Problem and Change Managoment Polioy documented in section 1.

IS SCHEDULED MAINTENANCE:

DIS roquires regularly scheduled maintenance sup;iort of atf DIS servives. These sohoduled
alitenance windows will oaly bo used when neceasary (network, hardwaro and software upgrades,

‘Software patohes, faulty hardware replacemont, application changes, etc.). This will involve

notiffeation as specified below with mutval sgreement betwoen KC and DIS on the specific timing for
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scheduled maintenance, DIS will make every sffort to perform scheduled maintonsnee according to
oustomer roquirements,

9. DIS SCHEDULED MAWNTENANCE WINDOWS:

9.1, RBS Server tarm and Tntesnet Servicss - Saturday 8:00 AM to Sunday 6:00 PM

9.2, CSD/MVS 8390 Mainframe — 1%, 3 and last Monday 12:00 AM - 4:00 AM

93. CS8I/Unisys Mainframe - {*, 3" and Inst Sunday/Monday 10:00 PM - 2:00 AM

9.4, TSD/SNA Notwork — Every Thursday 2:00 AM — 6:00 AM

9.5. TSD/WAN Network — Every Monday 12:00 AM - 4:00 AM.

9.6, Thess maintonanco windows are used for any soheduled maintenanco recquired on DIS-
supported systoms. Speolfics of the schedulod maintenaies to be performed, and what it will
affect, aro documonted in the change plarmor as part of the change managoment procedures.
The change plannor it distributed weekty at htip;), change. dis.wa.gov/costplan.dno and Includes
all changes In category 1 and 2 in the DIS Problem and Change Management Policy
documented in gection 11, DIS will omail the change planuer to tho KC polnt of contact
wuckly,

10, INCIDENT MANAGMENT;

10.1. DIS shall provide the KC point of contact immediate nolification of ideutified evemts that havo
or may have an adverse affect on sorvice delivery to the KC, including notification of any
unplanned switch to generator power In the Faollity.

10.2. The DI Help Desk, available 24 x 7, i the single polnt-of-contact for KC Inoldent reporting,
cscalation and notifioation in accordance with the DIS ITSM Operations Manus!, For Incident
management soo http:/doom.dis.wa.goviscei7em, For notification management soe

JJdd 19022.4tm, sections Problem Rvent Communication (Customer
Communication), Problem Notlfication Time Requirements, and Escalation Levols; Sco section
18 for DIS Iolp Desk contast information, DIS will provide an updato of the [noident
Managomont and notification managoment sections of the DIS ITSM Operations Manual to the
KC point of contact when it changes,

11. D18 PROBLEM AND CHANGE MANAGEMENT POLICY:

DIS shall notify KC of changes based on the following categorics: :

L), Category 1-regnires 30 caleadar days advance notice - Complox, diffioult to apply, diffiealt
Lz&aok Ol)lt. high visibility potential (oxamplos: software upgrade, new roleases, major

warc), i

1.2, Category 3~ requires 21 calendar days advance notice - High risk, faflure would impast,

. moderate visibility potontial (examples: new program sctvice or program product, now control
unit, minor hardware), : _

11.3. Category 3 - requires 8 calendar days advance notice « High probabllity of success, baok out is
low Impact, low visibility (examples: add a single node, routine software modification, minor,

- orperipheral hardware), '

14, Category 4« requires 4 doys advancad notice - Proven succoss, faiture will not impact, epocifio
corraction (examplos: oorrootion alvesdy applied, dataset movomont, terminal installation,
gonorator exeroises, SCAN awitch, CPU rolf). , .

13.5. Catogory B - Immediate notice witk complese reporting after the fuct < Problem resolution,
rofotive, failure fmpact users (examplos; fix ABEND, restore on-lino sorvico, and rostore
sorviee on Information processing and network onvironments).
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“

11.6. This polioy can be found at in the DIS ITSM Operations Manual at
_ di - DIS will provide an update of the change managomont
section of the DIS JTSM Oporations Manual to the KC point of contact when it changes,

12. PHYSICAL ENVIRONMENT MANAGEMENT:

DIS shall provide the following physical environment to KC and shali manage tho physical
environment §o (hat it s in good working order for KC use:
12.1. Cencral datacontor provisions for the Datacenter Facllity include tho following:
“12.1.4. Physical seourity guanded, acotss olectronically monitored, video taped and logged
12.1.2. Envivonmontal controls and monitoring of the physical environmont
12.1.3. Fire deiection and suppression systoms
12.1.4. Conditionod power (110-208 volt)
12,1.5, Un-interruptible power supply
12.1.6. Raised floor
12,1.7. HYAC
12.1.8. Hourly walkthrough
12.2.  Provisions for tho Offics Space include the following:
12.2.1. Physical sccurity guarded, access electronioally monitored and logged
12.2.2. Fire deteetion and suppression systems
1223, Conidi:loaod power (110208 volt)
122.4. Un-interruptible power supply
12.2,5. Non-ralsed floor
12.2.6. Telophones

13, SECURTTY MANAGEMENT:

13.1. DIS policy allows physical accoss to the Facility by authorized personnel only. DIS wilt
provide all badges to the Facility, DIS shall provide im-escoried badpes for staff, visitors and
vendors that are pro-approved on the KC oustomor aocess list provided by the KC point of

. ¢contact. DIS shalf pfOVidO pecorlyeauired vigitor and vendor badges 1o walk-ing when
accompanicd by an suthorized KC stafF that is on the KC customer access Jist.

13.2, 11{; KC dustomer aocoss list and badges will bo stored s0d maintained by DIS Scourity
office,

13.3,  AUKC staff, visitors and vendors requesting any badge typo from the DIS Seourity office
must provide & driver's licunss or othor form of acceptable idomtifoation, such as passpott,
fedorat idontlfication, or other, No ons withouta DIS Security issued badge shall be allowed

. lnto the Faotlity, :

134, DIS will sccure the Facility against known security risks. Any observed socurity breaches or
suspicious activity within the Facility wilt bo roportod to the KC poiut of contact,

13.5.  In lieu of KC installing Itz own video monitoring camoras In the Pacility, DIS ghall use Its
video cameras to monitor tho Faallity for KC, will immediatoly notify XC of my abnormal
activities, and will provide a monthly monitoring status roport to KC, DIS will save tho tape
of this activity for 90 calendar days, Should KC dedide to investigate any abnormel aclivities
reeosded by the video monitoring cameras, DIS shalf provide & copy of the video to KC for its

14. RIGHT OF FIRST RERUSAL;
KC shall have the right of first refusal on spaco adjecent to the Caged Area and/or Office Space.
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15, DIS ROLES AND RESPONSIBILITIES:

15,1, DIS will provide upon requost to KCa monthly roport of all access history for all seoure
doors into the Caged Aroa and tho Offlos Space.

152, DIS shall provide redundant HVAC to the Faoility and manago ths Facility snvironimental
controls to maintaln a Facility temperature of 70 degrees Fahrenholt plus or hinus five

- degroos and a reading of 50 percont relative humidity plus or miaus five percont at all times.
153, DIS shall provido conditioned power via an un-interruptible powcr supply in the Facility.
154.  DIS shall provido a fufly redundant powor Infrastructure in the Faollity that includes
 generator suppott in the ovent of a utility outage. »

155, DIS shall provide and manage the Pacility firs detoction system and the dry chemical fire
supprossion system.

15.6.  DIS shall provide hourly Datacenter Faoility sefety check walkthroughs and will notify DIS
Securily of oxoessive heat, malfunctioning oquipment, strange sounds and wnusual odors,

DIS will escalate any Incident that pertaing to KC to the KC point of contact, KC einergency |

control person for the identiffed server cabinct, and DIS faollity manager. :

15.7.  DIS will provide a “notice of change” to KC of any emergency imaintenance work that needs
1o be accomplished in the Datacenter Facility, Initial notico will be sent to the KC point of
contzet from the DIS Help Nesk through the escalation notifioation pracess. KC point of
contact and DIS will coordinats and agres on dates and times. -

15.8.  DIS shatl olean tho floors in the Caged Aroa and Office Space as needed, and will empty
garbage receptaclos in the Qffice Space daily.

15.9.  DIS Ulelp Desk will routoall requests from KC for Service and Inoldents to the propor DIS

group,
13.10.  DIS may review and update theso rofes and respousibilities with KC when the need arises and
during the annual review of this SLA, _ '

16. KC ROLES AND RESPONSIBILITIES:

16.1. * KC saff, vondors and visitors atithorized o have 800083 to the Datacenter Faollity are
rospoasible for onsuring that thelr use of the Facility is not detrimental tosny
hardware/software or coanectivity provided in the Pacility.

162. Al activity within the Facility must be lawful and follow DIS and XC policies, Ifthere isa.
conflict botwoon DIS poticy and KC poliey, DIS policy related to the Facility wil take
precedonce, . '

163, KC atal¥, vendor, and visitors authorized to access the Facility must not allow unauthorized
usors 10 acoess the Facllity,

16.4. KC will providoa master key for server cabinets to DIS for DIS use in the caso of an

. smergency,

163, KC shall maintain a pre-approved list of authorized, staf¥, veadors and visitors who may have
access to the Facility, and shall provide this list and any updatos to the DIS DL, Production
Servicos Automation group,

16.6.  KC al, vondors and visttors shall havo no food or drink on the rised floor n the

* Dntaoontor Faollity, ‘ :
16.7.  KCwill purohase and coordinate the fiber and copper cable installation and cable
management above the raised floor in tho Caged Area. KC may provide its own server
nots for the Caged Arva or 1y Joaso cahinets from DIS upon requost (prioce for leased
oabinets 15 not included in Atachment A), .
168,  KC isresponsible for any invastruoture service brought in to the Caged Area by athird party,
16.9.  KC ahall Instalf all cable routing in the Dataconter Racility above the rafsed floor,
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16.10.
16.11,

16,12,

16.13.
16.14,

16.15.

16.16,
16.17.
16.18,
16.19.

16.20.

17, KING

KC shall keep all Datacenter Facility areas neat and arderly at all times. ‘
KC will not remove any raised Noor tiles or operate arty HVAC or power infrastructurs
controls in the Datacenter Faciilty,
KC will ruport any excessive heat, malfunctloning equipment, steango sounds and wnosual
edors in the Facility to the DIS Sscurity offico. _ '
KC shall receive DIS approval prior to implementing any infrastructure In the Caged Area.
KC polnt of contaot shall provido natios of correotive actions to DIS within 10 working days
after recolying a written security Incldent report from DIS. Any disputes regarding & scourity
Incident shall bo worked out between the KC point of contact and the DIS Customer
Representative, ,
KC will provide 1o DIS a list of all equipment in the Cagad Area that shall be Inoludet in the
DIS managed servioe for KC. The equipment list will include a keyword identifier o
(0.5 CUSTOMERS{) thar will help DIS identify the cquipment for timely problem resolution.
gc will route all requests for Scrvice through the DIS Produotion Services Avtomations

roup,
KC will routo alt Inoldents through tho DIS HELP DESK.
KC will provida {o DIS an smergency contact st Including a contact for cach server cabinet,
KC witl provide to DIS a scheduls of planned disaster recovery exercises 30 calendar daysin
advance of an exervise and will notify DIS of any Scrvico requests nesded for tho oxeroise,
KC may review and updaio those roles and responsibilitios with DIS whea the need adsos and
during the annmal review of this ST,A. ~ ,

COUNTY CONTACT LIST:

King County Point ofContact Barb#ra Larson

(206) 263-4516
Barban. Larvon@metroke.gov

Signaturc/Purcbase Authority Dana Spencer

Intorim Director of Service Devolopment
(206) 205.9234

Billing Comtact - Barbara Larson

(206)263-4516
Barbara.Larson@metroko.gov

Billing Code/Account Number 8440-25800-DC

18. DIS CONTACT LIST:
DIS Contact DIS Production Services Automations

(360)902-3250
! ges Automution

DIS Help Nosk ' (360) 753-2454 or. 1-888-241.7597
: HelpDosk@DIS.WA.GOV

Customer Represontative Lawra Parma

_ Wmom T Peat AT OB Sewios Level Agraament 5007051
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»

(360) 725-5321

19. SERVICE, FEC:

19.1. The monthly service fess and installation fees are sot forth in Attachment A of this SLA.
Feos shall not exceed those identificd in Attachment A without KC's written approval, .

192, Monthly billing for this servico fees will begin after the Caged Area and the Office Space are
aooepted by KC. Installation fees shall bo billod after KC acceptance of the Caged Area and
the Offlos Space. .

193.  Biiting for the first month shall bo provated based on tho number of calendar days remaining

: In the month after KC acceptance of the Caged Arca and the Office Spacs,

194. DIS and KC will hold annual SLA review meetings commenoing ons (1) year from tho date
this agreement i signed, weskonds and holidays excluded, The purpose of these mectings
will be to review pricing and levels of support assootated with ths servicos provided by DIS
in this ogreement. I KC agrees that the servico level has changed, DIS may propose price
adjustments to Attachment A to reflect thoss changes. ' .

19.5. Priclng Identified in Attachmont A shall be reviewed and adjusted with KC spproval when
hardware is added or deleted, All pricing will bo communicated in writing by DIS 10 KC and
must be spproved by KC in writing prior to any ohange in Atlachment A,

19.6.  Should DIS require KC to move ils cquipment and infrastructure locatod in the Caged Area
and/or OfTice Space to another building, the costs far any such move shall bo bome by DIS.

20. SERVICE LEVEL AGREEMENT CHANGES:
20,1. This document may be changed at any time upon wriiten mutual agreement of the partics,

21, ORDER OF PRECEDENCE:

(2LY.  Ifthere is a conflict botween thiie SLA and the Customer Service Agreement, the confiiot will
be resolved by giving precedence first to this SLA and then to the Customer Servics
Agreement,

22. ACCEPTANCE:

22.1.  This SLA constitutes the entire agreoment botween both parties and supcrsodes alf other
communication, written or oral, related to the subject matter of this SLA. The Parties herelry
acknowledge and accept the terms and conditions of this SLA.
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W

TN WITNESS WHEREOY, the purttes have executed this Sorviee Lovel Agreement.

APPROVED ‘ . APPROVED
State of Washington King County
Department of Information Services

oyputer Scrvices Div

Signature [}

Cam Webster _ dana J R ENICYL—
or Typo Nameo l"rlmot'l‘ypoNumo

.&m&u ~ ,b/ﬂ 3
C‘iD Assistant Directo, mﬁ &lﬂ 2 wce‘ e //?/ 87—
T W

4810 form oaly:
3lnfot
“Doparan o aalon e ———FaeaTa T8 Servios Lovel Agrowrnnl Z00T00T
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g Washington State Department of
Information Services

» nd —— s CXCETeR —
i Summavy of Fees for DIS Datacenter Caged Avea and . Attachment 4 2007-001

Office Space

ShLLIX,

Inoluded below are the onc-timo instaliation and monthly service f80s 1o bo paid by KC for the “A'La
Carto™ Server [losting Services and standard foos for additional services,

Segtion 1:_One Time Insthliafion Feo ' . _Tiscludes .
Enhanced, seours oago setup in $9,000.00 |  ‘Caging materials and construction (including all
Cagod Area . 4 sides) for 300 square foot Cagod Area :

* Insiallatlon of card reader locking moohanism

* installatlon of overhead ladder racks, oable trays,
wire molds, intorduct and/or conduit from cross-
connect arca up to the Caged Area boyundarios -

= Materials and constraotion of secured access o
the Caged Area

* Instaflation of camera in tho Cagod Area to

manitor the sotivity in this area 24 x 7

Caged Atea electrical cirenits fnoluded fn | v Construotion of up to twonty-four (24)

installation Caged 30amp/240volt, and two (2) 30 amp/120 volt -

‘ » Arca eleotrioal ofrcuits at one time

-Intoenot connection None * DIS setup fiees for KC to mako its own Internet
connection with a servies provider

Construction and setup of the "$2,300.00 |« Mastorials and construction of 300 square foot

dedieated Offles Space : Offloo Space

' ' * Cross-connoots to the Cagéd Aven for

approximately 12 Bthomet connections

» 30 amp 240 volt and 20 amp 120valt circuits,
which do not need 10 bo on UPS or generator

: .| *_Installation of card reader locking mechanism |
L__One-Time Installation Fee Total | $11,300.00

| Seotlon 2: Monthly Rorvice 1 Ree |- L., \Incledes ;- .

$ .
Caged Arca $6.000.00 |+ Up to 12 cabinets with twenty-four (34) 30
: amp/240 volt and two (2) 30 amp/120 volt
. eluctrioa] diroulls
Offico Space §50000 | = Bloctrloity, Janitorial service, phono connections,
cross-conneot to Cagsd Area
Internot Connection ' Noae  ['» DIS monthly foes for KC to have its own Intomot
gonnoation with 8. 3" party servics provider
Cross-connect None * DIS monthly fees for KC to conmect (6 & tel¢o or
: connesting via Cat-6 fo Offlcs Space
“Bispatia o Inloirolon Bevices g O Service R 2007-001
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Scetion 7 Month Fee | : Inclydes .
Monthly met¢red power chargos (if None | » Monthly per kwh metered charges for power
any) R : :
TtZlepﬁmw lincs at $2800 pertine | $132.00 | = Phone lines from DIS system
Managed Services including the Tnoluded in | Operations staff will porform walkthrough ohecks
ability for minimai scrver status Caged | every Sow hours, checking for audible alarma or
reporiing (report light status or Arca nien lights on equipment and will include:
oonsole mossages on an occasional 24 x 7 staffing
basis when requested by KC) » " 24x 7 socurity activity logglng
‘ »  Presmplive cobooting
» Unscheduled (omergenoy) rebooting (number
of Inoldents per month)
*  Problom ooordinmon, escalation and
notification .
Monthly Service Foe Total | 56,612.00
[ Scetfon 3; Standard Fees Fee Tociudes -
-} Cross Connoct Installation Fee - None
Electrical/Data Circult Instatiation ‘
Fee )
20A/120v $350,00__| One firae féo for adding a ciroult
SoAIIZOV $350.00 | Onetime fee for adding a cironlt
20A240v $350.00 | One timo fes for-adding a ciccuit
30A/7240v $350.( Ong time fee for adding a olrouft
| Monthly recurring oross connect feo None
Monihly reourring power Included in
availability charge Caged |
Ares feo
forup to 12
: cabincts
20A/120v 4
30A/120v
. 20A/240v
30A/240v
Daparimant of Information Services ~ Foge 10 of 10
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