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METROPOLITAN KING COUNTY COUNCIL

LABOR, OPERATIONS AND TECHNOLOGY COMMITTEE

STAFF REPORT

AGENDA ITEMS:  7
DATE:  September 26, 2006

PROPOSED NO: 2006-0441
PREPARED BY: Jennifer Giambattista  


SUBJECT:  AN ORDINANCE relating to public records that:  1) establishes a public records committee; and 2) directs the manager of records, licensing, and election services to remove all deed of trust records from the county recorder’s web site.

SUMMARY: On August 22, 2006, the Labor, Operations, and Technology (LOT) committee directed staff to draft an ordinance which would address both the short and long term policy issues related to public records.  In order to address the immediate concern that documents with social security numbers are displayed on the county recorder’s website, the committee directed staff to draft an ordinance which directs the manager of Records, Licensing, and Election Services to remove all deed of trust records from the King County Recorder’s Web site.  The committee also indicated that it would like to address the long term issue of public records management by establishing a public records committee.  Accordingly, Proposed Ordinance 2006-0441 establishes a public records committee and directs the manager of Records, Licensing, and Election Services to remove all deed of trust records from the King County Recorder’s Web site.

BACKGROUND:
Use of Personal Data for Illegal Purposes is a Growing Problem.  Recent statistics suggest the incidence of identity theft is rapidly growing. For example, according to the Federal Trade Commission, 5,810 victims of identity theft were reported in Washington in 2005.

Public records often contain personal identifying data such as Social Security numbers, driver’s license, dates of birth, bank account information and credit cards. To the extent that such records are available on the Internet, the ease of access to such records and thus the risk of misuse can increase exponentially. 

Across the country, the issue of Internet access to public records with personal identifying information is receiving considerable attention at the federal, state, and local levels. 

What Are the King County Recorder’s Current Practices for Posting Records to Its Web Site?  The King County Recorder’s Office is responsible for recording deeds, mortgage documents, easements, assumed names, powers of attorney, bills of sale, liens, and other documents that must be filed and recorded in the county.  Current law requires the Recorder’s Office to maintain records available for inspection by the public.  As part of its records process, the Recorder’s Office creates an electronic image of all documents.  Since 2001, the Recorder’s Office has posted selected types of documents on its Web site, including deed of trust documents.  The Recorder’s Office Web site includes the electronic image of public records filed since 1991. 

Those documents that the Recorder’s Office considers very likely to have personal identifying data are not available on its Web site.  (See Attachment 5 for a complete list of those document not posted on the Recorder’s Web site.)  However, as required under current law, all recorded documents are available for public access in the Recorder’s Office. 

Beginning in 2005, state law requires that documents presented to the Recorder’s Office may not include Social Security numbers, date of birth, or maiden name.  However, due to staff limits the Recorder’s Office only checks the documents that are self-filed.  (This represents about 5 percent of cases since most documents are filed in large batches by commercial entities.)

Under current practices, anyone can submit a request to the Recorder’s Office to remove any records for which personal identifying information is revealed. 

The Extent of the Personally Identifiable Data on Recorder’s Web Site Is Unclear.  While a casual review of the deed of trust documents filed before 1995 reveals some documents with social security numbers, there has not been a comprehensive analysis as to the extent to which other years or other document types may have personal identifying data.  However, in response to increasing concerns of identity theft and new legal requirements, significantly fewer documents are now recorded with Social Security numbers. 

More County Records and Documents to be Available on County Web Sites.  Since the start of 2000, the King County Department of Judicial Administration (DJA), the Superior Court Clerk), has been developing its Electronic Court Records (ECR) program to manage the over 8,000 documents that are filed with DJA.  It is expected that ECR will be accessible through the Internet in the future.  Another example is the Electronic Document Management system which is intended in part to facilitate internet access to county records.  All of these efforts will face various concerns about personal privacy and protecting citizens from problems such as identity theft.
Web Site Practices of Other Counties.  Across the country, counties have adopted varying practices with regard to Internet access to public records on county Web sites.  For example, in Florida counties are using software to redact personal information from public records posted on county Web sites.  In California counties, most types of recorded documents are not available on county Web sites.  Whereas in Snohomish County, electronic images are available on the county Web site for almost all documents filed after 1997.  Pierce County appears to limit Internet access to a selected group of documents, similar to King County.  However, electronic images are only available for those documents filed after March, 1998. 

Previous Direction from LOT Committee.  On August 22, 2006 the Labor, Operations, and Technology (LOT) committee directed staff to draft an ordinance which would address both the short and long term policy issues related to public records.  In order to address the immediate concern that documents with social security numbers are displayed on the county recorder’s website, the committee directed staff to draft an ordinance which directs the manager of Records, Licensing, and Election Services to remove all deed of trust records and other records likely to have personal identifying data from the King County Recorder’s Web site.  The committee also indicated that it would like to address the long term issue of public records management and directed staff to draft legislation which would establish a public records committee to provide long term policy direction for the management of public records. 
ANALYSIS 

Proposed Ordinance

Proposed Ordinance 2006-0441 replaces an obsolete task force with a public records committee.  Proposed Ordinance 2006-0441 also directs the manager of Records, Licensing, and Election Services to remove all deed of trust records and other records likely to have personal identifying data from the King County Recorder’s Web site.

The Impact of Removing Deed of Trust Documents from the Recorder’s Web Site.  According to the Recorder’s Office, its web site is intended for individual use in accordance with State law, RCW 42.17.260.(9), which prohibits the use of lists of individuals for “commercial purposes”.  However, the Recorder’s Office reports that enforcing such a restriction is not possible under the present structure.  As a result, according to the Recorder’s Office, individuals and commercial users may access deed of trust documents on the Internet.  According to the Recorder’s Office, some commercial users of the web site include commercial users who electronically “mine” the documents for data that can then be used to create data bases for a variety of business uses such as marketing. 

While the title industry may access deeds of trust documents on the Recorder’s Web site, based on discussions with selected title industry representatives, it appears that title companies generally rely on their own propriety data base (which includes all deed of trust documents) for the majority of business needs.  Accordingly, removing deed of trust documents will likely not have a significant impact on the title industry, but may impact commercial users without access to their own data bases.

Under this proposed ordinance, paper copies of the records would still be available.  There are also other sources of data (without personal identifying information) related to land transactions that would remain available on county web sites.  For example, using the iMAP web site, users can identify sales prices, date of sales, and detailed information about a property.
King County Public Records Committee could Fill an Important Function.  King County is responsible for a multitude of different types of public records—both paper and electronic.  Records management involves a wide variety of issues such as storage and management of public records, balancing the need for privacy and access to records, responding to public disclosure requests, fee policies, the management of electronic records, internet access, the sale of public data for commercial purposes, etc.  To better serve the citizens of King County, these issues require a consistent approach countywide.  To date, related efforts are narrower in focus and do not address the broad range of issues related to public records.  For example, in January 2006 the chief information officer created an electronic records and electronic document subcommittee of the business management council.  The subcommittee, which is not created by ordinance, serves in an advisory capacity to the electronic records management system project.  In addition, the subcommittee will review a consultant’s document management systems assessment report requested by the chief information officer.
Proposed Ordinance would Replace Task Force with Public Records Committee.  In 1996, the Council established a task force in code to assist the county in managing its electronic information.  This task force has not been in operation for some time.  The proposed ordinance would replace this task force with a public records committee. 

INVITED:
1)  Jim Buck, Interim Director, Records, Elections, and Licensing Services 

2)  Ralph Johnson, Chief Information Security, Office of Information Resource
     Management

3)  Diane Mickunas-Ries, Superintendent of Records, King County Records, Elections &
     Licensing Services Division
ATTACHMENTS:

1) Proposed Ordinance 2006-0441
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