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Metropolitan King County Council
Local Services and Land Use Committee

STAFF REPORT

	Agenda Item:
	9
	Name:
	Jake Tracy

	Proposed No.:
	2022-0305
	Date:
	March 28, 2023



SUBJECT

Proposed Ordinance (PO) 2022-0305 would make changes to King County Code (K.C.C.) Titles 2 and 2A to make changes relating to emergency management, including authorizing the King County Office of Emergency Management (OEM) to develop and manage a program for interagency coordination and continuity of operations planning by County departments and agencies, and requiring those departments and agencies to develop and exercise continuity of operations plans.

SUMMARY

The King County Office of Emergency Management (OEM) is established in King County Code, to provide for the direction, control, and coordination of county government emergency services, to provide liaison with other governments and the private, nongovernmental sector, and to serve as the coordinating entity for cities, county governmental departments and other appropriate agencies, during incidents and events of regional significance. 

Audits of OEM in 2016 and 2022 found that OEM did not have sufficient influence or authority to accomplish its mission, particularly regarding continuity of operations planning, which plans for how organizations will continue to carry out their core functions in the event of an emergency or disaster. The audits made specific recommendations for how OEM could remedy this situation, including code changes. 

In response to the Auditor's Reports, the Executive transmitted PO 2022-0305, which would make changes relating to emergency management in K.C.C. Titles 2 and 2A. The proposed changes include giving OEM the authority to develop and manage a program for interagency coordination and for continuity of operations planning, and requiring County departments and agencies to complete continuity of operations plans in compliance with the program. The PO would also require departments and agencies to complete and regularly update emergency operations plans, and participate in the County's overall comprehensive emergency management program. The PO would also make several changes to match emergency management best practices and King County code writing standards.

Striking amendment S1 would require OEM to approve, approve with conditions, or deny any Executive Branch Continuity of Operations Plan (COOP Plan) that it reviews, and develop a compliance process in the event of approval with conditions or denial. It would also require all departments and agencies to review their COOP Plan and Emergency Operations Plan annually and update as needed. OEM would still determine how often OEM reviews COOP Plans. The amendment would also require OEM to submit a report to the Council, along with a motion approving the report by March 31, 2024. The report would be required to describe OEM’s program for interagency coordination. Lastly, the amendment would make technical changes and clarifying changes to match Executive intent. 

BACKGROUND 

King County Office of Emergency Management. OEM is established in King County Code, to "provide for the effective direction, control and coordination of county government emergency services functional units, and to provide liaison with other governments and the private, nongovernmental sector, in compliance with a state-approved comprehensive emergency management plan and to serve as the coordinating entity for cities, county governmental departments and other appropriate agencies, during incidents and events of regional significance."[footnoteRef:1] [1:  K.C.C. 2.56.030] 


Its powers and duties include cooperating with government and nongovernment entities in managing and planning for emergencies, developing a comprehensive plan and program for emergency management, and training and preparing King County agencies and the public for emergencies, among other things.[footnoteRef:2]  [2:  K.C.C. 2.56.040] 


Continuity of Operations Planning Generally. Continuity of Operations (COOP) is defined by the Federal Emergency Management Agency (FEMA) as "an effort within individual organizations to ensure that essential functions continue to be performed during disruption of normal operations," with a COOP Plan being "a documented plan that details how an individual organization will ensure it can continue to perform its essential functions during a wide range of incidents that impact normal operations."[footnoteRef:3] During an emergency or disaster, government agencies must both respond to the situation at hand (covered by emergency operations plans) and also continue regular services that the community relies on (covered by continuity of operations plans).  [3:  https://www.fema.gov/sites/default/files/2020-10/continuity-guidance-circular-2018.pdf ] 


COOP Plans, which are developed and implemented at the departmental or agency level, are differentiated from the County's overall Continuity of Government (COG) Plan, which is intended to ensure the continuation, resumption, or recovery from any emergency, disaster, or threat that obstructs King County Government from carrying out state constitutional or King County Code-required responsibilities.

2016 and 2022 King County Auditor's Reports. In 2016, The King County Auditor's Office released a report entitled Emergency Management: Insufficient authority and communication hinder emergency preparedness and response in King County ("2016 Report"), which is Attachment 4 to this staff report.[footnoteRef:4] Among other findings, the 2016 Report found that OEM did not have sufficient influence or authority to accomplish its mission quoted above. Specifically, the report noted that OEM did not have the authority within King County Code to compel emergency preparedness, and that the code did not direct executive departments or separately elected agencies to participate in emergency management planning. The report concluded that this lack of code requirements and authority led to inconsistent levels of preparedness among County agencies, particularly with respect to COOP work. According to the report, at that time, some agencies had not completed COOP Plans, no agency had completed a scheduled update to its COOP Plan.  [4:  https://kingcounty.gov/depts/auditor/auditor-reports/all-landing-pgs/2016/emergency-mgmt-2016.aspx ] 


 A subsequent King County Auditor's Office report, Emergency Preparedness Limited by Planning Gaps ("2022 Report"), was published in January 2022, and is Attachment 5 to this staff report.[footnoteRef:5] The 2022 Report found that, while most agencies had up-to-date COOP Plans at that time, nearly a third had not updated their plans in the previous four years, and most agencies did not document regular training, testing, and exercises related to the COOP Plans. Figure 1 below, which is taken from the report, shows how the 25 COOP Plans reviewed by the Auditor varied significantly in whether they contained elements identified as best practices. [5:  https://kingcounty.gov/depts/auditor/auditor-reports/all-landing-pgs/2022/pandemic-planning-2022.aspx ] 





























Figure 1.
Elements Included in King County Agency COOP Plans Reviewed by the Auditor's Office
[image: ]

Additionally, the 2022 Report found that few agencies' COOP Plans prioritized functions so they could be triaged if time or resources were limited, and agencies did not conduct FEMA-recommended analyses to inform prioritization.

The 2022 Report found that the same structural issues and lack of code requirements identified in the 2016 report were still present in 2022, and were likely primary contributors to the inconsistency in emergency preparedness.

Given these findings, the 2022 Report made three recommendations relating to COOP Planning:


1. The County Executive should develop and propose revisions to King County Code to the County Council, including:
a. defining a structure that provides the Office of Emergency Management with the responsibility to effectively drive the County’s emergency preparedness and response activities
b. requiring the development of complete continuity of operations plans for all agencies
c. developing a schedule for all agencies to regularly review, update, and conduct training and exercises for continuity plans.
2. The Office of Emergency Management should conduct and document regular reviews of agency continuity of operations plans on an established schedule and work with agencies to ensure completeness and quality, and that dependencies across agencies are aligned.
3. The Office of Emergency Management should coordinate with county subject matter experts to update training and guidance on continuity of operations planning for agencies, including:
a. how to address the needs of employees with disabilities and reasonable accommodations
b. how to define, analyze, and document essential records
c. how to analyze, document, and implement real-time emergency communication and communicate mission-critical status to employees
d. how to use Business Process Analysis and Business Impact Analysis to define, analyze, and document essential functions.
ANALYSIS

In response to the Auditor's 2022 Report, the Executive transmitted PO 2022-0305, which would make changes relating to emergency management in K.C.C. Titles 2 and 2A.

Interagency Coordination and Continuity of Operations Planning. K.C.C. 2.56.040 lists the actions and activities that the Executive, and OEM by proxy, are authorized and empowered to undertake.

 PO 2022-0305 would add the following to this list:

Develop and manage a program for interagency coordination and continuity of operations planning by county departments and agencies, to include regular plan reviews based on established standards, provision of training and assistance with agency exercises.

This section would authorize and empower the OEM to do two things – develop and manage a program for interagency coordination, and develop and manage a program for continuity of operations planning. Executive staff have indicated that the latter half of the added sentence, from "to include regular plan review" on, is intended to be specific to the continuity of operations planning effort.

Interagency Coordination. Executive staff state that the program for interagency coordination would be focused on County agencies, as a subset of the full comprehensive program for emergency management, which includes outside agencies as well. They further state that the Emergency Management Coordinating Committee (EMCC) would the representative body for this subset of the full comprehensive program. Executive staff state that the details of the interagency coordination program are still in development, as a subset of the larger update to the Comprehensive Emergency Management Plan, which currently underway. An updated Comprehensive Emergency Management Plan is submitted to the state every four years, with the most recent update being in 2020.  

Continuity of Operations Planning. For continuity of operations planning, the PO would authorize OEM to develop and manage a program of continuity of operations planning. If implemented, this program would be required to include regular plan reviews and provision of training and assistance to County agencies. Each department and agency would, in turn, be required to develop a continuity of operations plan, and update and exercise that plan in accordance with, and on a schedule established by, OEM's program. OEM would review and provide feedback on the plans, but would not approve or reject them.

The PO would not establish how often plan reviews would occur. Executive staff state that periodic review timelines would be established during development of the program, and would be based on staffing and workload. As part of the 2023-2024 Biennial Budget, the Executive proposed, and the Council approved, 1 additional FTE for the purposes of continuity of operations planning.[footnoteRef:6]  [6:  Note that the Fiscal Note for this PO (Attachment 3 to this staff report) was written before the Executive's budget proposal was finalized, and includes 2 FTEs for continuity of operations planning, which was the agency's proposal). ] 


Although the continuity of operations planning program would be based on "established standards," the ordinance does not specify which standards these would be. 

Other Requirements for County Departments and Agencies. The PO would require County departments and agencies to develop an organizational emergency operations plan that is regularly maintained and exercised. As opposed to a continuity of operations plan, which details how an organization will continue to carry out its essential functions in the face of an emergency or disaster, an emergency operations plan details how an organization will respond to the emergency or disaster itself. While these plans would not be managed by OEM or subject to the regular plan reviews that continuity of operations plans would be, Executive staff state that OEM would still provide assistance to departments and agencies in developing them. 

Additionally, the PO would require departments and agencies to participate in the overall Comprehensive Program for Emergency Management, and would require them to identify, designate, and empower one or more emergency liaisons responsible for coordinating emergency program functions. 

As mentioned above, the EMCC is the County's internal emergency management coordinating body. The PO would make it mandatory for each department and agency to have a representative on EMCC, whereas participation is currently voluntary. The PO would also name the director of the office of emergency management as the chair of EMCC. There is currently no chair. 

Other Changes. The PO would make several technical and clarifying changes to bring the code in line with established state and federal emergency management standards and King County drafting guidelines, and to clarify existing regulations. Council staff has identified additional technical and clarifying changes to match Executive intent. 

Implementation. Executive staff estimate that it will take 12 to 18 months to get the continuity of operations planning program up and running. An FTE dedicated to this work was hired in the first quarter of 2023.

AMENDMENT

Striking Amendment S1 would:

· Require that OEM’s review of Executive department/agency COOP Plans include an approval, approval with conditions, or denial of the plan, and direct OEM to develop a compliance process in the event of approval with conditions or denial;
· Require all departments and agencies to review their COOP Plans annually, and update as needed. OEM would determine how often it should review the Plans;
· Require all departments and agencies to review their Emergency Operations Plans annually, and update as needed.
· Require OEM to submit a report to the Council, along with a motion approving the report by March 31, 2024. The report would be required to describe the program for interagency coordination;
· Make technical changes; and
· Make clarifying changes to match Executive intent.

INVITED

· Brendan McCluskey, Director, Office of Emergency Management

ATTACHMENTS

1. Proposed Ordinance 2022-0305
2. Striking Amendment S1
3. Striking Amendment S1 (redline version, for illustrative purposes only)
4. Transmittal Letter
5. Fiscal Note
6. King County Auditor's Office Report, Emergency Management: Insufficient Authority and Communication Hinder Emergency Preparedness and Response in King County
7. King County Auditor's Office Report, Emergency Preparedness Limited by Planning Gaps
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to provide liaison with other governments and the private, nongovemmental sector...and
to serve as the coordinating entity for cities, county governmental departments and other
appropriate agencies, during incidents and events of regional significance.” Specifically
the report noted that OEM did not have the authority within King County Code to compel
emergency preparedness, and that the code did not direct executive departments or
separately elected agencies to participate in emergency management planning. The
report concluded that this lack of code requirements and authority led to inconsistent
levels of preparedness among County agencies, particularly with respect to COOP
work. According to the report, at that time, some agencies had not completed COOP
Plans, no agency had completed a scheduled update to its COOP Plan

A subsequent King County Auditor's Office report, Emergency Preparedness Limited by
Planning Geps, was published in January 2022.¢ The report found that, while most
agencies had up-to-date COOP Plans at that time, some did not, and most agencies did
not document regular training, testing, and exercises related to the COOP Plans. It
found that the same structural issues and lack of code requirements identified in the
2016 report were stil present in 2022, and continued to lead to inconsistent COOP.
Figure 1 below, which is taken fom the report, shows how the 25 COOP Plans
reviewed by the Auditor varied significantly in whether they contained elements
identified as best practices.

ANALYSIS

Describe the resulting actions or conditions that would be created if the proposed
legislation is enacted as proposed and clearly identify policy questions, choices and/or
alternatives associated with the proposed legislation

AMENPMENT
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EXHIBIT A: While most best practices in continuity planning are touched on by some King

County agencies, significant gaps remain

DOES COOP INCLUDE THE FOLLOWING?

Alternate sites.
Line of succession

Reliance on others

Activation authority

Essential function identification
Essential worker roles
Telework

Activation procedures
Essential worker notification
Non-essential worker roles
Vital records protection

Crisis communication

Essential worker designation
Update schedule

Emergency powers

Legal considerations

Vital records details

Protective measures

Return to normal operations
Support to others

Vital records identification
Leadership signature

Practice exercises

Essential function prioritization
Named COOP coordinator
Vital records review

Labor considerations

Mutual aid

Systems testing

Training

Needs of people with disabilities
Transfer of functions
Reasonable accommodations

B 2 & WQ

County Continuity of Operations Plans Have Inconsistencies and Areas of Concern

Note: Values represent proportion of planning element's coverage across all 25 COOP Plans under review.

Source: King County Auditor's Office review of COOP Plans provided by agency representatives.

Many of the issues we identified with COOP Plans and OEM’s authority are likely
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