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The Honorable Bob Ferguson






November 3, 2010
Chair, King County Council

Room 1200

C O U R T H O U S E


Dear Councilmember Ferguson:

I am transmitting for the County Council’s consideration a motion approving departmental policies for two County agencies with customer accounts covered by the Federal Trade commission’s (FTC) Red Flags Rule, and related IT Governance policies.

The Rule was developed under the Fair and Accurate Credit Transactions Act, in which Congress directed the FTC and other agencies to develop regulations requiring “creditors” and “financial institutions” to address the risk of identity theft.  The resulting Red Flags Rule requires all such entities that have “covered accounts” to develop and implement written identity theft prevention programs to help identify, detect, and respond to patterns, practices, or specific activities – known as “red flags” – that could indicate identity theft.

The Rule became effective on January 1, 2008, with full compliance for all covered entities originally required by November 1, 2008.  The Commission has issued several Enforcement Policies delaying enforcement of the Rule.  The Commission announced in late October 2009 that at the request of certain Members of Congress, it was delaying enforcement of the Rule until June 1, 2010, to allow Congress time to finalize legislation that would limit the scope of business covered by the Rule.  Since then, the Commission has received another request from Members of Congress for another delay in enforcement, which has now been extended to December 31, 2010.

Based on consultations between individual County agencies and the Civil Division of the Prosecuting Attorney’s Office (PAO), the departments of Public Health (DPH)and Natural Resources and Parks (DNRP) became aware some time ago that their operations likely included “covered accounts” under the Red Flags Rule.  As a result of these consultations, DPH promulgated a departmental policy (attached) implementing an identity theft prevention program on October 30, 2009; and DNRP promulgated a departmental policy (attached) doing the same for its “covered accounts” on June 1, 2010.

The PAO presented to the countywide finance managers group and the Finance and Business Operations Division (FBOD) of the Department of Executive Services the legal requirements of the Red Flags Rule.  FBOD has determined that no other agencies have “covered accounts” as defined by the FTC regulation.  However, there are separate IT Governance policies (attached) promulgated by the Office of Information Resource Management (OIRM), that do address enterprise information security , which support the intent of the FTC Red Flags Rule, and are applicable to all county organizations and workforce members .
In order to fully comply with the Red Flags Rule prior to the December 31, 2010 deadline for enforcement by the FTC, the departmental policies previously promulgated by DPH and DNRP, and the IT Governance policies must be approved by the King County Council.  The attached motion is intended to comply with this requirement.

If you have any questions about the DNRP departmental policies and procedures, please contact John Bodoia, Chief Financial Officer for DNRP, at 206-205-0943.  If you have any questions about the DPH departmental policies and procedures, please contact Cindy West, Chief Financial Officer for DPH, at 206-263-8643.  If you have questions about the IT Governance policies, please contact Ralph Johnson, Chief Information Security and Privacy Officer, at 206-263-7891.

Sincerely,

Dow Constantine

King County Executive
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ATTN:  Tom Bristow, Chief of Staff




  Anne Noris, Clerk of the Council
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Christie True, Director, Department of Natural Resources and Parks (DNRP)
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Dr. David Fleming, Director, Seattle-King County Department of Public Health (DPH)

Cindy West, Chief Financial Officer, DPH

Bill Kehoe, Director, Office of Information Resource Management (OIRM)
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